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1
Decision/action requested

SA3 is kindly requested to:

1. Endorse the proposals in section 4
2. Address the companion contributions S3-173132 and S3-173133
3. Approve the CR to TS33.401 as in contribution S3-173134.
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Rationale

This discussion paper is to be addressed after addressing contributions [8] and [9]. Some of the terminologies and assumptions are documented in [8] and is referenced here. In order to achieve a solution for EDCE5 by SA3#89 meeting, EDCE5 support for legacy MME seems essential. It seems that SA2 has done all architecture work with the assumption that EDCE5 will be supported with legacy MME as indicated in SA2 LS Reply [10]. In order to achieve this task, this topic topic is broken in the following categories:

1. UE NR Sec Capability delivery and MME Interworking, [9]
2. UE NR security capabilities delivery and bidding-down attack, [8]

3. UE NR security capabilities delivery to MeNB during X2 & S1 handover from a legacy eNB, this discussion paper.

4. CR to TS 33.401: EDCE5: Supporting EDCE5 with Legacy MME [7]. A complete proposal which address the delivery of UE NR security capabilities for EDCE5 feature. 

In this discussion paper we address the issue of delivering UE NR security capabilities during X2 and S1 handover in the following order:

1. Assumptions, etc.

2. UE handover from a legacy eNB to MeNB.

a. X2 Handover

b. S1 Handover

3. Comparison and Conclusion

Assumptions …
1. In order to support EDCE5 functionality with legacy MME, the following architectural changes have been made: 
a. UE ENDC Radio support capability is contained within the UE LTE Radio Capability IE as per RAN2 documentation.
b. UE authorization to ENDC feature is included in the Restrictions list.

2. For final proposed solution, it is assumed UE NR security capabilities are sent in a NEW IE over NAS to the MME.

3. Assumptions and defenitions captured in contribution [8] are applicable.
UE handover from a legacy eNB to MeNB

X2 Handover

During X2 handover from legacy eNB to MeNB, the following main points are considered:

1. The Legacy eNB and MeNB are connected to the same legacy MME.

2. Legacy eNB does not have a record of the UE NR security capabilities but does have a record of the UE ENDC Radio support saved in the UE LTE Radio capabilities.
3. Although, legacy eNB does not understand whether the UE is authorized for ENDC service as per the Restrictions list, but it will be able to send the Restrictions list to the target MeNB during handover.

4. When MeNB receives the Handover Request from source eNB, the target MeNB receives the UE ENDC Radio support capability and understands it; it receives the Restrictions list and understand whether the UE is authorized for ENDC or not; but it does NOT receive the UE NR security capabilities nor the UE NR Radio capabilities.
5. Thus, the MeNB can NOT add the SgNB and shall delay adding SgNB until after the X2 handover is complete.
Conclusion No. 1:
During an X2 handover from an eNB to MeNB, if the MeNB receives the UE ENDC Radio support capability, whether the UE is authorized for ENDC service as per the Restrictions list, but it does NOT receive the UE NR security capabilities and the UE NR Radio capabilities, the MeNB shall NOT add SgNB until X2 handover is complete.

Proposal for Solution: UE sends NR security Capabilities
Having the UE to send its NR security capabilities in the RRC Connection Reconfig Complete message to the Target MeNB sounds straightforward. In order to avoid the UE sending its NR security capabilities during every X2 handover, the MeNB includes a flag to the UE to send its UE NR security capabilities. When the UE receives this flag, the UE includes its NR security capabilities in the RRC Connection Reconfig Complete message.

If the MeNB receives the following information about the UE handing over from legacy eNB:

· Whether the UE supports ENDC as per the UE LTE Radio Capabilities

· Whether the UE is authorized for ENDC service as per the Restrictions list

At the same time the MeNB does not receive the UE NR security capabilities nor the UE NR Radio capabilities, the MeNB shall include a flag to the UE to send its UE NR security capabilities in the RRC Connection Reconfig Complete message. When the UE receives this flag, the UE includes its NR security capabilities in the RRC Connection Reconfig Complete sent to the target MeNB.
After the target MeNB receives the UE NR security capabilities, it enquire the UE for its NR Radio capabilities and starts adding the SgNB.

Advantages: 

1. It works with legacy MME without the requirement of any change to legacy MME.

2. Changes in the Handover procedure is limited and only impacts UE that support ENDC.

3. The same concept is applicable to X2, S1, and Initial attach.

S1 Handover

In this S1-Handover, both the legacy eNB and the MeNB are connected to a legacy MME.
1. Since the UE NR security capabilities is included in a new IE over NAS, the target MeNB will NOT receive the UE NR security capabilities in the Handover Request message from the target legacy MME. This exactly the same case as in X2 Handover.
2. In addition, the target MeNB will not receive the UE NR Radio capabilities in the Handover Request message.

3. However, the target MeNB will receive the following information in the Handover Request message:

· The UE supports ENDC as per the UE LTE Radio Capabilities

· Whether the UE is authorized for ENDC service as per the Restrictions list

4. Since the target MeNB did not receive the UE NR security capabilities nor it received the UE NR Radio capabilities, the MeNB can NOT add SgNB except until the S1 handover is complete.

Conclusion No. 2:

During an S1 handover from an eNB to MeNB, if the MeNB receives the UE ENDC Radio support capability, the UE is authorized for ENDC service as per the Restrictions list, but it does NOT receive the UE NR security capabilities and the UE NR Radio capabilities, the MeNB shall NOT add SgNB until S1 handover is complete.

Solution Proposal:

Solution No. 1: UE sends NR security Capabilities
1. The first oppurtunity for the UE NR security capabilities to be communicated to the target MeNB and at the same time be protected against bidding-down attack is when the UE sends the Handover Confirm message to the Target MeNB.

2. In order to avoid the UE sending its NR security capabilities during every S1 handover, the MeNB includes a flag in the Handover Request Acknowledge message to be passed to the UE in order for the UE to send its NR security capabilities in the Handover Confirm message.

3. When the UE receives the Handover Command with a flag that states “UE NR capabilities mismatch”, the UE includes its NR security capabilitiues in the Handover Confirm message sent to the target MeNB.
4. After the target MeNB receives the UE NR security capabilities, it enquires the UE for its NR Radio capabilities and starts adding the SgNB.

Advantage: 

1. It works with legacy MME without the requirement of any change to legacy MME.

2. Changes in the Handover procedure is limited and only impacts UE that support ENDC.
3. The same concept is applicable to X2, S1, and Initial attach,

4
Detailed proposal
SA3 is requested to endorse the following conclusions:

Conclusion No. 1:

During an X2 handover from an eNB to MeNB, if the MeNB receives the UE ENDC Radio support capability, whether the UE is authorized for ENDC service as per the Restrictions list, but it does NOT receive the UE NR security capabilities and the UE NR Radio capabilities, the MeNB shall NOT add SgNB until X2 handover is complete.

Conclusion No. 2:

During an S1 handover from an eNB to MeNB, if the MeNB receives the UE ENDC Radio support capability, the UE is authorized for ENDC service as per the Restrictions list, but it does NOT receive the UE NR security capabilities and the UE NR Radio capabilities, the MeNB shall NOT add SgNB until S1 handover is complete.

SA3 is requested to choose the following solution:

It is highly recommended that SA3 approve the following solution which is applicable to both X2 and S1 handover.
Proposed Solution: UE sends its NR security capabilities during X2 & S1 Handover
1. The MeNB receives the UE NR Radio capability as part of the UE Radio Capbility IE in the Handover Request message but does not receive the UE NR security capabilities (from source eNB during X2 HO and from target MME during S1 HO), therefore the MeNB does not start adding the SgNB during the handover.

2. The MeNB may include an indication to be delivered to the UE “UE NR Security Mismatch”.

3. When the UE receives the flag “UE NR capabilities mismatch”, the UE includes its NR security capabilities in the Handover Confirm or RRC Conn Reconfig Complete message sent to the target MeNB.

4. After the target MeNB receives the UE NR security capabilities, it enquires the UE for its NR Radio capabilities and starts adding the SgNB.

