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1
Decision/action requested

It is requested to discuss and approve the proposed way forward.
2
Rationale
2.1
General

S3-172164 (Agreements and open issues on Radio Access network protection).
It should be noted that dual connectivity is not in the scope of this discussion paper.
2.2
Conflict beween RAN and CN
By saying the conflict between the RAN and the CN we mean the following - when the CN sends an indication to the RAN that the user plane AS security is to be activated, the RAN may not be able to comply for reasons, such as e.g., currently being overloaded or in power saving mode and not being able to activate integrity protection or confidentiality for the sake of computational or battery efficiency, etc. It was FFS if RAN is allowed to overrule the decision made by the CN. 

We propose that the RAN may overrule the decision made by the CN on activating user plane AS security, only if allowed to do so by the CN. The reasons follow.
-
The CN, and not the RAN, has access to the network policy rules or subscription policy rules based on which the CN takes the decision on whether to activate user plane AS security or not. Therefore, the gNB is not in the position to decide on its own if the CN's decision can be overruled or not. For example, if the CN has decided to activate user plana AS security for UEs belonging to law enforcement, it would be devastating if the RAN, just based on its local condition, overrules the CN's decision and does not activate user plane AS security.

-
Further, it is also not sufficient that the RAN informs the CN that the CN's decision was overruled by the RAN. The CN will get the information that the user plane AS security activation was not activated, but it may be too late before the CN can take any corrective action, e.g. uplink/downlink data already sent over-the-air. In other words, the damage could already happen before the CN makes further decision.
-
Therefore, it is only acceptable that the CN has the final say on whether its decision can be overruled by the RAN or not. This could be done in many ways, e.g., the CN sends an indication (overrule allowed or not) to the RAN along with the decision to activate user plane AS security, the CN sends an indication (overrule allowed or not) to the RAN at the NGAP intial context setup between the RAN and the CN, the RAN being preconfigured with an indication (overrulue allowed or not for certain type of sessions or UEs), etc. 
3
Detailed proposal

It is proposed to record the agreement as an Editor's Note under Clause 8 and to resolve the EN with proposing a compliant pCR.
*** BEGIN CHANGES ***

8           Security Procedures between UE and 5G Radio Access Network Functions

Editor’s Note: The content of this clause should cover network options 2, 4, 5 and 7. The content in this clause should cover both eNB and gNB.

Editor’s Note: The content of clauses with titles related to mechanisms between the UE and the CN is intended to capture the implications or the impact (if any) on the AS security mechanisms.
Editor’s Note: There are multiple open issues on AS security, RAN/CN conflict being one of them (which is further dependent upon agreement on security activation method). Therefore, it is FFS to add or update relevant clauses according to the following agreements: the RAN may overrule the decision made by the CN on activating user plane AS security, only if allowed to do so by the CN.
*** END OF CHANGES ***

