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7.2.4
1
Decision/action requested

It is requested to discuss various aspects of AS security in a structured way.
2
Rationale
2.1
General

S3-172164 (Agreements and open issues on Radio Access network protection). 

It should be noted that dual connectivity is not in the scope of this discussion paper.
2.2
Terminology

Before we begin, let's agree on some terminology so that we do not mix up discussion.

(1) Instead of mixing "enable" and "activation" randomly, it is proposed to use one word, say "activation".

(2) To that end, AS SMC from LTE TS 33.401 is shown below. It is proposed that the red boxes mean "activation". Mind that the green boxes are not activation, rather they are "algorithm selection".
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Figure 7.2.4.5-1: AS security setup




(3) Therefore, it is proposed that "activation" means a selected algorithm is ON, i.e., a selected algorithm has been started to be used.

(4) Hence, integrity protection activation would mean the following:
a. It means that an integrity protection algorithm is used. Even though the used integrity protection algorithm is the null-integrity algorithm, it is still called as integrity protection activation. Because, the null- integrity algorithm is just one of integrity protection algorithms.
b. Before user plane integrity protection activation, no integrity protection algorithm is used. In other words, there is no EIA0 type of algorithm in use, meaning no MAC-I in PDCP layer.
(5) And, confidentiality activation would mean the following:
a. It means that a confidentiality algorithm is used. Even though the used confidentiality algorithm is the null-ciphering algorithm, it is still called as confidentiality activation. Because, the null-ciphering algorithm is just one of confidentiality algorithms. 
b. Before confidentiality activation, no ciphering algorithm is used. In other words, there is no EEA0 type of algoritim in use, meaning no input parameter like LENGTH.
2.3
Structure

Following structure is proposed for discussion:

	> RRC Security
> User plane security
       >> Non-activation of integrity protection (i.e., no MAC-I in PDCP layer)
       >> Integrity protection
                 >>> Algorithm selection

                               >>>> Granularity

                               >>>> Method
                 >>> Activation
                               >>>> Granularity

                               >>>> Method

       >> Confidentiality
                 >>> Algorithm selection
                               >>>> Granularity

                               >>>> Method
                 >>> Activation
                               >>>> Granularity

                               >>>> Method

> Relation between RRC security and user plane security
> Conflict between RAN and CN


3
Detailed proposal

3.1
Proposal for RRC security

Nothing more to do here. According to S3-172164, the RRC security is completely under agreement as follow:
(1)
RRC confidentiality algorithm selection is done at AS SMC.

(2)
RRC integrity protection algorithm selection is done at AS SMC.

(3)
RRC confidentiality activation is done at AS SMC.

(4)
RRC integrity protection activation is done at AS SMC.
It is proposed that S3-173085 and S3-173086 are discussed and approved which are aligned with the above agreement.
3.2
Proposal for user plane security
The user plane security is still open for many discusions. It is proposed that following companion contributions are discussed and approved:

- 
S3-173087 regarding non-activation of integrity protection (i.e., no MAC-I in PDCP layer).

- 
S3-173088 regarding user plane integrity protection aspects.

-
S3-173089 regarding user plane confidentiality aspects.

3.3
Proposal for relation between RRC security and user plane security
It is proposed that a companion contribution S3-173090 is discussed and approved.
3.4
Proposal for conflict between RAN and CN
It is proposed that a companion contribution S3-1730891 is discussed and approved.

