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1
Decision/action requested

This paper discusses and proposes a way for the security of idle mobility between 4G and 5G.
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3
Introduction
SA2 has defined interworking procedures between EPC and 5GC with and without N26 interface, and asked following questions in [1]:

1. Does SA3 assume support for 5G to 4G and/or 4G to 5G security context mapping during Idle and connected mode mobility between EPC and 5GC?

2. Does SA3 see the need for supporting reuse of a native security context (if available) in case the UE returns to EPC and/or 5GC, respectively?

3. For the case that the UE performs a mobility registration update in 5GC after being connected to EPC: how is the AMF expected to verify the integrity of the registration request?

4. For the case that the UE performs a TAU in EPC after being connected to 5GC: how is the MME expected to verify the integrity of the TAU request?

4
Discussion
For 4G->5G idle mobility, AMF needs to query context of the UE from old MME, and in the 29.274, it defines the encoding of Complete Request Message IE in the Context request message as following:
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 116 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Complete Request Message Type
	

	
	6 to (n+4)
	Complete Request Message
	


The Complete Request Message Type values are specified as following:
	Location Types
	Values (Decimal)

	Complete Attach Request Message
	0

	Complete TAU Request Message
	1

	<spare>
	2-255


Observation 1: The Complete Request Message shall be integrity protected by the current NAS security context.
Observation 2: The old MME will use the Complete Request Message to verify the integrity even if the Complete Request Message Type is unknown.
From above observation, if UE moves from 4G to 5G in idle mode, and integrity protects the 5G Registration Request using current 4G NAS security context, the AMF can send Context Request with the Complete Request Message IE that contains the whole 5G Registration Request with a spare Complete Request Message type, e.g. 2, and the old MME can still verify the integrity of the Complete Request Message.

Proposal 1: There’s only one current NAS security context for both 4G and 5G

With this proposal, when UE moves from 4G to 5G in idle mode, the current NAS security context will be 4G NAS security context that used before, and the UE will use the current NAS security context to integrity protect the 5G Registration Request. The 5G-GUTI in the 5G Registration Request is mapped from 4G-GUTI.
After Register to the network successfully, the UE will receive 5G NAS Security Mode Command from the AMF. UE maps the current NAS security context into 5G NAS security context and mark it as current NAS security context, and then perform NAS SMC procedure with the network.

Following shows the procedure:
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When UE moves from 5G to 4G in idle mode, the current NAS security context will be 5G NAS security context that used before, and the UE will use the current NAS security context to integrity protect the 4G TAU Request. The 4G-GUTI in the 4G TAU Request is mapped from 5G-GUTI.

After TAU procedure successful, the UE will receive 4G NAS Security Mode Command from the MME. UE maps the current NAS security context into 4G NAS security context and mark it as current NAS security context, and then perform NAS SMC procedure with the network.

Following shows the procedure:
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Proposal 2: Reply the SA2 LS with idea of proposal 1
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