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Abstract of the contribution: False NodeBs are a demonstrable threat to the privacy and security of 3GPP UEs and networks, making them vulnerable to MiTM attacks, tracking, and hijacking.  This contribution aims to reach a decision to study the use of PKI in a particular deployment scenario for mitigation of such attacks.
Summary
In current 3GPP networks, a UE can be enticed to attach to a rogue NodeBs (e.g., eNBs) or have its identity compromised by an IMSI catcher. The underlying feature allows the UE to attach to an eNB with a higher received signal power when its pre-provisioned PLMN ID matches that received over the air. The PLMN ID is broadcast in the clear and can be aquired easily by any interested party. The other issue is that certain user-specific messages can be transmitted over the air interface in the clear before authentication is completed and security is enabled, thereby exposing UE-specific information to an eavesdropper. Such messages include those in the radio resource control (RRC) connection establishment process, which include the UE’s capabilities and attach request message. The attach request message may contain the UE’s IMSI or permanent identity. Furthermore, the Master Information Block (MIB) and System Information Blocks (SIBs), which contain network configuration information, are always broadcasted in the clear.  These messages and their legitimate exchanges can be acquired and recorded by attackers who can subsequently pose as legitimate NodeBs.

A potential solution that would address these risks is to leverage public key infrastructure (PKI) for confidentiality and integrity protection.  PKI offers the capability to perform mutual authentication and security between a NodeB and UEs as well as between NodeBs.
PKI enables authentication and security protection between the UE and the eNB before any messages, including messages necessary for authentication, are exchanged.  One possible solution might include provisions for each eNB to have stored certificates for all authorized UEs, and each UE to have the NodeB’s certificate.  Naturally, this architecture would be difficult to scale to the size of a commercial network.  Instead, the particular deployment scenario for which this technology is most appropriate is a private, closed network with a manageable number of UEs and eNBs.  For a network of such limited size and scope, maintaining certificates would likely be much simpler to provision and maintain.  See the past contribution titled “Support of PKI for NodeB Authentication” (S3-170656) for more details on the proposed use cases.
Recommendation

A Study Item Description (SID) or Work Item Description (WID) should be created for the addition of functionality to support the use of PKI in special use cases to protect certain AS/NAS messages in 5G.
