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1
Decision/action requested

This document adds guidance on UP integrity requirement to TS 33.501. 
2
Rationale

SA3 decided to mandate the support of UP integrity in UE and gNB in phase 1. The usage is optional but the requirement, as currently documented in TS 33.501, does not give guidance on when to use UP integrity. 
3
Discussion 

In our understanding, the UP integrity is mandated in phase 1 for migration reasons to avoid situations when either the UE or the network would not support it. The use of the mechanism is optional and in the control of the network, however, the UE is expected to be prepared to integrity protect any user data. The negotiation of the mechanism is still not specified, however, the UE may be able to indicate its preference as part of the negotiation to influence the network decision. 

The key issue #1.3 in TR 33.899 describes the background for the decision which is mainly originating from IoT use cases. However, the requirement in TS 33.501 does not give any guidance on when the UP integrity might be useful. We propose that SA3 adds such guidance to TS 33.501. 
Following aspects should be taken into account when giving guidance for choosing UP integrity: 
· UP integrity requirement originates from IoT use cases, such as EASE or BEST, where the UE is expected to have performance constraints (latency, battery life), and the bearer level integrity provides a useful compromise. However, having UP integrity only over the radio interface is not enough, because most services terminate either at an internet server or at another device. 
· Data integrity may already be used at the transport or application layer. Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned.
· UP confidentiality may not be provided at RAN level because the UE opted out of it (e.g. due to e2e protection). Then the MNO may want to use UP integrity to protect the access to the MNO network. 

· A 3td party may want to rely on the MNO security services. For example, the eMBB service may be to download data whose integrity is important. 
· There is user plane traffic that is valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer. 

· It can be expected that NR includes bit error detection (CRC), and re-request/re-transmission mechanisms at lower layers – or the packets are discarded. This means that certain types of bit errors will be rare. However, a packet that has failing UP integrity check will be discarded. This may cause re-transmission from upper layer or larger blocks of data missing from data that is not re-transmitted (like voice or video). 
· Enabling integrity protection on user plane needs additional resources. The MAC code reduces the available bandwidth, and the processing of the MAC code requires additional processing power both the the UE and the gNB. For short packets, such as CoAP messages or TCP ACKs, the overhead is significant. 
· Only certain bearers would need the UP integrity protection, not all the bearers between the two endpoints. 
The potential security requirement in TR 33.899 proposes that the UP integrity would be optional to support in the UE, however, the agreement and the draft TS 33.501 makes it mandatory. 
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pCR 

*** FIST CHANGE ***

5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on Support and Usage of Integrity Protection

The UE shall support integrity protection of user data between the UE and the gNB.
The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

Editor’s note: The list of supported integrity protection algorithms is FFS.

The UE may implement the following integrity protection algorithms:

Editor’s note: The list of supported integrity protection algorithms is FFS.

Integrity protection of the user data between the UE and gNB is optional to use. 
NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor’s note: The list of exceptions is FFS.
*** NEXT CHANGE ***

5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on Support and Usage of Integrity Protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

The gNB may implement the following integrity protection algorithms:

Editor's note: The list of supported integrity protection algorithms is FFS.

Integrity protection of the user data between the UE and gNB is optional to use. 
NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB. 
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.

*** END OF CHANGES ***

