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1
Decision/action requested

To approve the text proposed in Clause 3 (Detailed proposal) below.
2
Rationale
It is only logical to build the visibility and configurability clause in TS 33.501 based on the corresponding clause in TS 33.401. The same is proposed with additional 5G specific text and editor's notes.

2.1
On visibility
2.1.1
SUPI privacy aspects
So-called "IMSI catchers" are prevalent in different parts of the world and are regularly highlighted in media and hackers' conferences. SA WG3 has worked in solving this privacy issue and made an important agreement to conceal SUPI (IMSI) over-the-air in 5G. This is arguably one of the major privacy enhancements in 5G compared to LTE.

However, it is likely that operators want or even need to control if SUPI (IMSI) is concealed or not, similarly as they control the confidentiality of user data.  This would mean that the SUPI may or not be concealed and may or may not be visible in clear-text over-the-air. Since indication of the confidentiality of user data is already specified in 33.401 (Clause 5.2), a similar indication of the concealment of SUPI (IMSI) could also potentially be added in 5G (33.501). Doing so is not only fair and logical but also important to increase trust and confidence in the users of 5G towards the 5G network. In absence of it, users would not have a feasible way to determine if their SUPI privacy is being protected or not. 
Having said that, feedback from SA WG1 is essential in this matter and therefore corresponding editor's note is added. A separate contribution will also be proposed as draft LS to SA WG1, requesting their feedback on indication of SUPI privacy.
2.1.2
5G-GUTI privacy aspects
Mandatory refreshment of 5G-GUTI in certain events is also another privacy enhancement in 5G compared to LTE. In order to be able to propose any concrete indication, feedback from SA WG1 is essential. Therefore only the corresponding editor's note is added. The draft LS mentioned in above clause will also request SA WG1 to give feedback on 5G-GUTI privacy indication.
2.2
On configurability:

Text from 33.401 is copied, as is. However, there are rooms for clarification which require some discussion. Therefore a corresponding editor's note is added.
3
Detailed proposal 
Text proposals are given below. Note that doctored track changes have been given to assist readers in differentiating new text from existing text in 33.401.
*** BEGIN CHANGES ***
5.4
Visibility and configurability 

5.4.1
Security visibility
Editor's note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".
Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application’s concern, greater visibility of the operation of following security feature shall be provided:

-
indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link; 
The UE shall indicate to the user or application that the access network encryption is not switched on if any one the data radio bearer of the UE uses a null encryption algorithm.
The ciphering indicator feature is specified in 3GPP TS 22.101 [xx].
Editor’s Note: It is FFS whether any additional security indicators are needed.
5.4.2
Security configurability

Security configurability lets a user to configure certain security feature settings on a UE that allows the user to manage additional capability or use certain advanced security features.  The following configurability features should be provided:

-
granting or denying access to USIM without authentication as described in TS 33.401[10]
*** END OF CHANGES ***
