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1	Decision/action requested
Approve the pCR below
2	References
[1] 3GPP TR 33.899 V1.1.0
3	Rationale
Using the permanent subscription identifier SUPI as the UE id while sending paging messages and the subsequent call origination by the UE is been reported as a privacy threat to the user. Using the SUPI Paging active/passive listeners, fake eNBs etc can track down people with reasonable accuracy to a specific geographic area. This has serious security implications to a user.  It is very desirable in 5G systems if we can avoid IMSI paging and protect the subscriber privacy.
Within the CN, many network nodes may be using the permanent identifier IMSI for legacy reasons, such as billing etc. This usage doesn’t become a privacy threat to the user nor a threat for the internal nodes. CN nodes can continue using the IMSI and the SUPI as long as they are not exposed to public.
The following potential requirements have been formulated in a new key issue #7.X in [1]:
Next generation networks shall avoid the permanent subscription identifier IMSI / SUPI while sending paging alerts to UEs while they are in idle mode.
Next generation networks shall use only temporary network identifier of a UE while sending paging alerts to UEs while they are in idle mode.
The temporary network identifier such as the S-TMSI should be assigned or reassigned periodically in such a way to avoid mapping with any other identity and tracking the user is difficult.

*** START OF CHANGES ***

E.7.X 	Questions and interim agreements for key issue #7.X
Editor’s Note: how to handle IMSI paging and privacy in interworking scenarios is ffs.
E.7.X.1 	Privacy requirements for SUPI paging 
E.7.X.1.1 	Description of Question 
Key issue #7.X lists requirements on avoiding the use of SUPI over the air interface.
Question: Shall a 5G system allow the sending of SUPI in paging messages?
 
E.7.X.1.2 	Interim Agreement
For Phase 1 it is agreed that sending paging alerts with SUPI in clear-text over-the-air to a UE that is in idle mode shall be avoided.
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*** END OF CHANGES ***

