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1
Decision/action requested

We propose to add questions for security area #11 in the annext of TR 33.899 [1].
2
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3
Rationale

In SA#87, questions for security area 11 were proposed [2], based on security requirement in key issues. Updated questions are proposed, considering comments received during the discussion.
Key issue #11.1 is about UE (and system) support of awareness of security requirements of service/application running within the UE, and actually acting on those requirement. For example, if the current application needs strong security, UE need to consider that during service request to the network. Questions of how to act on that belong to key issue #11.3.

Key issue #11.2 is about indication (visibility) of security (security capability) to UE, users, application (on the UE). The scope of security (AS/NAS signalling/data, and possibly higher level) for indication needs to be questioned.

Key issue #11.3 is about UE’s ability of configuration of security within UE (for actions of UE), or security between UE and network, by delivering its preferred security capability to the network. The scope of security (AS/NAS signalling/data, and possibly higher level) for configuration needs to be questioned.

Key issue #11.4 is about security framework which is flexible and extensible to support various service, applications, and device capabilities? This is rather requirement/criteria for other key issues in the area, and any security negotiation/configuration in other areas in general.

4
Detailed proposal

It is proposed to add the following questions in Annex E.11 of TR 33.899 [1]. Whole text is newly proposed for the subclause of TR.
*** Change Proposal ***
E.11 
Questions and Interim Agreements for security area #11

E.11.1 
Questions and Interim Agreements for Key Issue #11.1

E.11.1.0 
Questions in other clauses affecting this key issue

This key issue has dependency on questions related to UE control of security between UE and network for key issue #11.3

E.11.1.1 
UE’s awareness of and actions based on security requirements from service/applications
E.11.1.1.1 
Description of Question

Shall 5G UE be supported to be aware of security (for AS/NAS signalling, User plane data traffic, and other security features) and privacy requirements of services/applications running on the UE?

Shall 5G UE be allowed to take an action based on the knowledge of security and privacy requirements of services/applications running on the UE?

E.11.1.1.2 
Interim Agreement

Tbd

E.11.2 
Questions and Interim Agreements for Key Issue #11.2

E.11.2.0 
Questions in other clauses affecting this key issue

E.11.2.1 
UE’s awareness and indication of security 

E.11.2.1.1 
Description of Question

Shall 5G UE be supported for the indication of security (for AS/NAS signalling, User plane data traffic, and other security features) provided by network (to UE/users/applications on UE)? 

Shall 5G UE be supported for the indication of privacy to UE? 

E.11.2.1.2 
Interim Agreement

Tbd

E.11.3 
Questions and Interim Agreements for Key Issue #11.3

E.11.3.0 
Questions in other clauses affecting this key issue

Related questions will be updated when they are asked for related key issues, for example, #3.2 "Refreshing keys" and #7.1 "Refreshing of temporary subscription identifier".
E.11.3.1 
Security configuration based on preference by users or applications/services

E.11.3.1.1 
Description of Question

Shall 5G UE be allowed to take an action (e.g. disconnect) based on security and privacy preferences of UE (users/applications)? 

Shall 5G UE be allowed to deliver its security and privacy preferences of UE (users/applications) to network?
Should 5G system support to act on UE’s security preference?

E.11.3.1.2 
Interim Agreement

Tbd

*** End of Change Proposal ***
