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1
Decision/action requested

This pCR proposes a solution for the key issue #13.1 Security for Handovers in area #13 “Security for Interworking and Migration”.
2
References
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3
Rationale

This pCR resolves the key issue #13.1 Security for Handovers and proposes security procedures including key derivation and security algorithm selection during handover between 5GS (5G System) and EPS (Evolved Packet Core System). The proposed procedure also includes access control based on the UE’s capability, service types and availability of radio access resources.
4
Detailed proposal

************* Begin of Change ***********

5.13.4.z
Solution #13.z: Security in handover between EPS and 5GS

5.13.4.z.1
Introduction  

This solution addresses the key issue “#13.1 Security for handovers and proposes security procedures including key derivation and security algorithm selection during handover between 5GS (5G System) and EPS (Evolved Packet Core System). The procedure also includes access control based on UE’s capability, service types and availability of radio access resources.
5.13.4.z.2
Solution details 

Network architecture and general procedure for interworking between EPS and 5GS are defined in TS 23.501 and TS 23.502, respectively, where several network nodes in 5GS and EPS are collocated, i.e., HSS and UDM, PCRF and PCF, PGW-C (C-plane) and SMF, PGW-U (U-plane) and UPF. Nx interface is used in order to enable interworking between EPC and the NG core.
When UE initially attaches to EPS or registers to 5GS, UE’s capabilities to support radio access technologies and security algorithms are stored in network nodes such as eNB, gNB, MME and AMF together with service types the UE is provided. At the handover between EPS and 5GS, access of UE to the network is controlled based on the stored information on UE’s capabilities together with information on restricted areas such as allowed/non-allowed/forbidden areas. The security key is transferred between MME and AMF through Nx interface to be used in the other network. Furthermore, appropriate security algorithms for confidentiality and integrity protection are selected based on the UE’s capabilities and service types. 

5.13.4.z.2.1
Handover from 5GS to EPS
Figure 5.1.4.z.2.1-1 shows handover procedure from 5GS to EPS, which is focused on security aspects. 
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Figure 5.1.4.z.2.1-1: Handover procedure from 5GS to EPS.
1. gNB may check whether the UE’s capabilities and access right are valid in order to decide whether gNB sends HO required.

2. gNB sends HO required to AMF. The request includes UE’s identity (such as GUTI), UE’s capabilities, and identity of source gNB and target eNB. 

3. AMF may check whether the UE’s capabilities and access right are valid in order to decide whether AMF sends HO request.

4. AMF requests PGW-C/SMF to provide SM (Session Management) context, and PGW-C/SMF provides it to AMF. If the UE has multiple sessions, AMF sends the request to multiple PGW-C/SMF. In the following steps, messages may be exchanged with multiple SGW, PGW-C/SMF and PGW-U/UPF.

5. AMF derives an intermediate key (K’ASME) used in MME.
Editor’s note: How to derive the intermediate key is FFS.
6. AMF selects MME and sends relocation request to the MME. The request includes identities of source gNB and target eNB, MM (Mobility Management) context, SM context. The format of MM and SM context should be mapped to the one used in the EPS. The request also includes security context (K’ASME), and identities of security keys (KSI, Key Set Identifier) and required security configurations such as confidentiality and integrity protection is needed or not, and used algorithms. The security configurations should be decided by the service requirements provided to the UE.

7. MME shall check whether UE’s capabilities and access right are valid in order to decide whether MME accept the relocation request.

8. MME derives a security key KASME, which is used in EPS, by using K’ASME receive form AMF in step 5.
Editor’s note: Details of the key derivation is FFS.
9. MME sends create session request to SGW based on the received SM context. SGW allocates resources for the session, and sends create session response to MME.

10. MME sends HO request to eNB. The request includes information on session and bearer establishment. The request also include security context used for AS security KeNB, which is generate by MME using KASME, and required security configurations including AS security alogrithms.

11. eNB may check whether UE’s capabilities and access right are valid in order to decide whether eNB accept the HO request. eNB also derives security keys of AS security for confidentiality and integrity protection.
12. eNB allocates necessary resources for the bearer establishment and sends HO request ACK to MME.

13. MME sends relocation response to AMF. The response includes HO command which includes security configurations including algorithms used for AS and NAS security together with necessary information for handover such as identity of target eNB. 

14. AMF sends HO command to gNB, which includes security configurations inlcluding algorithms for AS and NAS security. AMF deletes security context used in 5GS.

15. gNB sends HO command to UE, which includes security configurations mentioned in step 14. gNB deletes security context used in 5GS.

16. UE derives security keys of AS and NAS security for confidentiality and integrity protection based on the information in HO command, then AS and NAS security is activated. UE sends HO complete to eNB.
17. eNB sends HO nofity to MME. SMC (Security Mode Command) may excecute to activate AS and NAS security instead of HO command.
18. Bearer and session modification is carried out among MME, SGW, PGW-C/SMF and PGW-U/UPF.

5.13.4.z.2.2
Handover from EPS to 5GS
Figure 5.1.4.z.2.2-1 shows handover procedure from 5GS to EPS, which is focused on security aspects. 
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Figure 5.1.4.z.2.2-1: Handover procedure from 5GS to EPS.
1. eNB may check whether the UE’s capabilities and access right are valid in order to decide whether eNB sends HO required.

2. eNB sends required to MME. The request includes UE’s identity (such as GUTI), UE’s capabilities, identity of source eNB and target gNB.

3. MME may check whether the UE’s capabilities and access right are valid in order to decide whether MME sends HO request.

4. MME requests PGW-C/SMF to provide SM (Session Management) context, and PGW-C/SMF provides it to MME. If the UE has multiple sessions, MME sends the request to multiple PGW-C/SMF. In the following steps, messages may be exchanged with multiple SGW, PGW-C/SMF and PGW-U/UPF.
5. MME derives intermediate key (K’AMF) used in AMF.
Editor’s note: How to derive the intermediate key is FFS.
6. MME selects AMF and sends relocation request to the AMF. The request includes target eNB ID, MM (Mobility Management) context, SM context. The format of MM and SM context may be mapped to the one used in the 5GS. The request also includes security context (K’AMF), and identity of security keys (KSI, Key Set Identifier) and required security configurations such as confidentiality and integrity protection is needed or not, and used algorithms. The security configurations should be decided by the service requirements provided to the UE.

7. AMF shall check whether UE’s capabilities and access right are valid in order to decide whether AMF accept the relocation request.

8. AMF derives a security key KAMF, which is used in 5GS, by using K’AMF received form MME in step 5.
Editor’s note: Details of the key derivation is FFS.
9. AMF sends create session request to PGW-C/SMF based on the received SM context. PGW-C/SMF allocates resources for the session, and sends create session response to AMF.

10. AMF sends HO request to gNB. The request includes information on session and bearer establishment. The request also include security context used for AS security KgNB, which is generate by AMF using KAMF, and required security configurations including AS security alogrithms.
11. gNB may check whether UE’s capabilities and access right are valid in order to decide whether gNB accept the HO request. gNB also derives security keys of AS security for confidentiality and integrity protection.
12. gNB allocates necessary resources for the bearer establishment, and sends HO request ACK to AMF.

13. AMF sends relocation response to MME. The response includes HO command which includes security configurations including algorithms used for AS and NAS security together with necessary information for HO such as identity of target gNB. 

14. MME sends relocation command to eNB. The command includes HO command, which includes security configurations inlcluding algorithms for AS and NAS security. MME deletes security context used in EPS.

15. eNB sends HO command to UE, which includes security configurations mentioned in step 14. eNB deletes security context used in EPS.

16. UE derives security keys of AS and NAS security for confidentiality and integrity protection based on the information in HO command, then AS and NAS security is activated. UE sends HO complete to gNB.
17. gNB sends HO notify to AMF. SMC (Security Mode Command) may excecute to activate AS and NAS security instead of HO command.
18. Bearer and session modification is carried out among AMF, PGW-C/SMF and PGW-U/UPF.

5.13.4.z.3 
Evaluation
TBD

*************** End of Change *************
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