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Abstract:
This pCR proposes interim agreement for Key Issue #1.7 on input parameters for key derivation function 
1
Rationale

S3-172047 discusses the importance of identifying, studying and evaluating the input parameters used for key derivation in 5G. These parameters may be 

A) the same as those used in LTE 

B)  similar to those used in LTE with additional parameters 

C)  completely different from LTE

The 5G Key hierarchy, based on interim agreements in Key Issue #1.7 in TR 33.899, shall have additional keys and/or intermediate keys when compared with LTE. In this case, using the same parameters as LTE (option A) is not applicable.

Option B proposes to re-use LTE parameters, wherever applicable, and bring in additional parameters wherever necessary.

Considering option C (completely new parameters for key derivation) would bring about drastic changes in the implementations at both the UE and the network side, making the transition more complex and expensive.
Of the three options, option B provides room for contingency in terms of re-using LTE parameters and also provides the flexibility to incorporate new parameters to derive new keys and additional parameters (if any) to improve security. 

The input parameters that are used to derive keys must be selected in such a way that the derived keys have the properties of key freshness (similar to definition in TS 33.102), forward security (similar to definition in TS 33.401), backward security and key separation. 5G systems are expected to provide mechanisms for re-keying, re-derivation of keys and refresh of keys.

The security requirments for key derivation are:

· Input parameter(s) shall be selected in such a way that key stream re-use is avoided.

· There shall be a mechanism by which security keys shall be refreshed. 

· The keys shall have the property of backward and forward security.

· The 5GS shall implement strong backwards key separation towards EPS.
This pCR proposes interim agreements on the input parameters to be used to derive the keys in the 5G key hierarchy.
2
Detailed proposal

******************START OF CHANGE**********************
E.1.7.a
Input parameters to derive keys
E.1.7.a.1
Description of question
The question is regarding what input parameters shall be used to derive 5G keys.
Question: What input parameters shall be used to derive 5G Keys?
E.1.7.a.2
Interim agreement
The input parameters used to derive the 5G keys are:
	Key
	Input Parameters

	KSEAF 
	

	KAMF 
	KSEAF

	KNASint 
	KAMF, NAS-algo-ID, NAS-algo-distingusher

	KNASenc 
	KAMF, NAS-algo-ID, NAS-algo-distingusher

	KgNB 
	KAMF

	KUPint 
	KgNB, UP-algo-ID, UP-algo-distingusher

	KUPenc 
	KgNB, UP-algo-ID, UP-algo-distingusher

	KRRCint 
	KgNB, RRC-algo-ID, RRC-algo-distingusher

	KRRCenc 
	KgNB, RRC-algo-ID, RRC-algo-distingusher


Editor’s Note: The other input parameters to derive the 5G keys are FFS and shall be updated in the above list.
********************END OF CHANGE***********************
