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1
Decision/action requested

This contribution modifies Key Issue #1.4 in TR 33.880 to consider sensitive signalling messages.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

The MC System supports a number of functions which are sensitive (e.g. Ambient listening). In a system with multiple MC Domains supporting interconnection and migration the origin of a sensitive request may not be visible to the MCX Server or the MC client that will support and forfil the request. This means that either useful functionality will not be supported or that it will be vulnerable to abuse.

To prevent abuse, it is important that the signalling request may be associated with the source. Currently only hop-by-hop security is supported on signalling, and hence source authentication is not possible. The proposed solution provides an optional mechanism for source authentication of a sensitive request.

4
Detailed proposal

5.2.4
Key Issue #1.4: Manipulation

5.2.4.1
Issue details

An adversary may attempt to manipulate information relating to an MCPTT user or group.

5.2.4.2
Security threats

a)
Falsification of call records. An adversary manages to modify call record information for purposes of fraud, or to falsify an audit trail.

b)
Alteration of configuration. An adversary changes programming information in the client application, or changes configuration e.g. to change or deny access permissions in client application or MCPTT server.

c)
Hijacking of calls. An adversary takes over a call in progress and replaces call information from one party with his own, clears the call etc.
d)
Generation of false signalling messages which initiates an action on an MC client with the intention of disrupting the client or extracting information from the client. This could include initiating Ambient Listening, Video Pull, etc.
5.2.4.3
Potential security requirements

The following requirements serve as a guideline for future normative work:

[MCSEC-1.4-1]
The Mission Critical Service shall provide a means to ensure integrity of all user signalling at the application layer.

[MCSEC-1.4-2]
The Mission Critical Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.
[MCSEC-1.4-3]
The Mission Critical Service shall provide a means to authenticate the origin of signalling which initiates an action on the MC client.
