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Abstract:
This pCR provides contribution to Annex E.1.18.1 “Principles of security negotiation”.
1 Rationale

The pCR proposes to update the interim agreement on Principles of security negotiation stated in TR 33.899, due to the following reasons.  The accepted interim agreement specified in TR 33.899 clause E.2.1.1.2 states that, “The 5G UE and 5G serving network shall support EAP-AKA' for primary authentication, for both 3GPP access and untrusted      non-3GPP access in 5G phase 1”. 
According to RFC 5448, the EAP-AKA' specified in TS 33.501, offers a negotiation capability that can be useful for future evolution of the key derivation functions. Also, in TR 33.899, the Key issue #1.18 focuses on the security policy negotiation in CP, which caters to the evolution requirement of 3GPP. It is obvious that cryptographic algorithms are part of security policy negotiation in CP.
 Negotiation mechanism for cryptographic algorithms can facilitate the introduction of new algorithms in 5G lifetime. It is expected that NG systems shall include cipher algorithms, integrity algorithms and KDFs. However, in LTE, ciphering/integrity algorithms are negotiated in SMC procedure, and NG systems could apply a similar procedure. However, KDF is implemented stably, and there is no negotiation procedure for it. Furthermore, new KDFs may also be needed during the lifetime of NextGen systems. Depending on use cases and services, there may be more than one KDF, making the use of a negotiation procedure for KDF agreement relevant.  
2
Detailed proposal

******************START OF CHANGE**********************
E.1.18.1
Principles of security negotiation
E.1.18.1.1 
Description of Question
Shall KDF negotiation procedure be needed in phase I? 

E.1.18.1.2 Interim Agreement

Yes. 
 TBD
********************END OF CHANGE***********************
