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Abstract:
This pCR proposes the skeleton for security handling during mobility to TS 33.501.
1
Rationale

TS 23.401 clause 5.5.1.1.2 mentions three phases during handover – preparation, execution and completion. A similar approach is followed in TS 23.502 in which the call-flows for handover in clause 4.9 are carried out in the three phases mentioned above. Similarly, TS 38.401 clause 6.4 mentions about gNB UE context establishment during handover preparation.

This pCR proposes to discuss security handling in these phases separately. This approach of dealing with security for handover in phases helps in achieving modularity, which in turn increases ease of understanding, and reduces complexity and time consumption in terms of drafting the specification.
2
Detailed proposal

******************START OF FIRSTCHANGE**********************
6.5
Security handling in mobility

Editor's Note: This clause is meant to contain, among other things, contents corresponding to TS 33.401 [10], clause 7.2.4.3.2 "MME change" and NAS security related aspects in clause 7.2.8 "Key handling in handover".

6.5.1

NAS Security handling during handover preparation

Editor's Note: This clause is meant to contain, among other things, the security aspects related to the process by which the source gNB decides to perform N2 handover and associated security key refresh (if any).
6.5.2

NAS Security handling during handover execution 

Editor's Note:  This clause is meant to contain, among other things, the security aspects related to the process by which the UE gets handed over (N2 handover) to the target gNB, including packet forwarding from the source gNB to target gNB and buffering at the target gNB.
6.5.3

NAS Security handling during handover completion
Editor's Note: This clause is meant to contain, among other things, the security aspects related to the completion of handover after which the resources held by the source gNB and AMF may be released.
********************END OF FIRST CHANGE***********************
******************START OF SECOND CHANGE**********************
8.3
Security handling in mobility

Editor's Note: This clause is meant to contain, among other things, contents corresponding to TS 33.401 [10], clause 7.2.4.2 "Procedures for AS algorithm selection" and AS security related aspects in clause 7.2.8 "Key handling in handover".

8.3.1

AS Security handling during handover preparation

Editor's Note: This clause is meant to contain, among other things, the security aspects related to the process by which the source gNB decides to perform Xn handover and associated security key refresh (if any).

8.3.2

AS Security handling during handover execution 

Editor's Note:  This clause is meant to contain, among other things, the security aspects related to the process by which the UE gets handed over (Xn handover) to the target gNB, including packet forwarding from the source gNB to target gNB and buffering at the target gNB.
8.3.3

AS Security handling during handover completion
Editor's Note: This clause is meant to contain, among other things, the security aspects related to the completion of handover after which the resources held by the source gNB may be released.

******************END OF SECOND CHANGE**********************
