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Attachments:

1. Overall Description:

SA3 would like to thank RAN2 on their LS related to security keys in EN-DC (Option 3) and actions upon DRB IP check failure. 

Security keys in EN-DC
RAN2 informed SA3 that they would like to make the security key association to the termination point transparent to the UE. RAN2 asked if there are any differences from security point of view between the options listed in the LS related to the number of security keys between the four different EN-DC bearer types (i.e. MCG bearer, MCG split bearer, SCG bearer and SCG split bearer): 
1. a different key per network termination point (i.e. one for all MCG bearers and MCG-anchored split bearers and another one for all SCG bearers and SCG-anchored split bearers), 

2. a different key per bearer type (e.g., 3 separate keys for MCG, SCG and Split Bearers) could be used, or

3. a different key for each bearer

Q1.1: Is there any difference from security point of view between the options 1-3 listed above?
SA3 answer: 
There are no obstacles from security point of view to make the security key association to the termination point transparent to the UE. Derivation of S-KeNB does not use any end-point specific input value (cf. PCI or frequency values in KeNB derivation). 
SA3 would typically introduce a new key for a security association when the end-point is physically different (option 1), and would not allow using the same key in different physical end-points. Using a different key per the bearer type (option 2) or per bearer (option 3) is not important from security point of view as long as the physical end-point remains the same. If the end-point changes, then the key must change. All three options are of technically possible but the principle in option 1 is the most important from security point of view. 
Actions upon DRB IP check
RAN2 further asked about the expected behaviour on DRB integrity check failure. 

Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
SA3 answer: 

The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packet. SA3 assumes that lower layers would take care of the bit errors, and that user plane integrity would not be used in scenarios where bit errors are visible to the PDCP layer. 
A recovery mechanism from the desynchronization of the counters related to user plane integrity protection is likely to be needed. An attacker may (rarely) guess the correct MAC-I, and if the receiver needs to update the Hyper Frame Number at the same time, the integrity protection of subsequent messages between the legitimate UE and gNB will be discarded (and if deciphered, the output cannot be read). However, the recovery mechanism must not be used to turn off the user plane integrity protection.  

Q2.2: Shall the behaviour in Q2.1 relate only to DRB with detected DRB IP check failure or to all DRBs?

SA3 answer: 

SA3 assumption is that the behaviour is relevant only to DRB with detected integrity protection failure. 

Q2.3: Are there any differences in behaviour for the case that the DRB is anchored in MN or SN? 

SA3 answer: 

SA3 assumes that EN-DC5 (Option 3) does not provide integrity protection of the user plane. Integrity protection of user plane is only related to scenarios with 5GC, such as option 7 (LTE assisted DC to 5GC). 
With option 7, SA3 has not made any decision, however, situation where eNB does not support user plane integrity but gNB does, should be acceptable. However, if RAN2 makes a decision that would make the user plane integrity protection easily available in option 7 MeNB (e.g. that MeNB would support 5G RRC and 5G PDCP protocols), SA3 would be happy to assume that the user plane integrity could be available for all DRBs in option 7. 

2. Actions:

To RAN2 group.

ACTION: 
SA3 asks RAN2 group to take the above information into account. 

3. Date of Next TSG-SA WG3 Meetings:

SA3#88Bis (Adhoc on 5G)
9-13 October 2017

Singapore

SA3#89

27 November - 1 December
Reno, Nevada (US)
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