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1
Decision/action requested

Addition of interim agreements for key issue #7.2 on HN public key.
2
References
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3GPP TR 33.899 v1.2.0.

3
Rationale

This contribution proposes analysis and addition in 3GPP TR 33.899 [1] of interim agreements related to the storage and the process of the HN public key used to encrypt the SUPI for subscription privacy purpose. 
Privacy

HN public key storage

The Home Network public key is a long-term credential under the control of the operator. The value of the raw public key shall not be modified. Consequently, this long term key shall be stored within the tamper resistant secure hardware component of the NG-UE in order to guaranty tha the raw public key cannot be modified. 
Additionnaly, when the subscriber inserts its UICC in new ME, the HN public key shall still be available in the User Equipment in order to encrypt the SUPI. 

SUPI encryption
The SUPI is encrypted with the HN public key. The encryption of the SUPI shall also take place in the tamper resistant secure hardware component in order to guaranty that the SUPI is encrypted with the exact value of the raw public key. 
Raw public key provisioning

The provisioning and the update of the HN public key shall be under the control of the operator. Existing OTA mechanism can be used to provision and update the HN public key in the tamper resistant secure hardware component.
Use of legacy USIM 

The USIM is designed to be updatable. Then, it is the operator who chooses the access rights he wants to allow or not the update of his USIMs. There are operators who do not grant access rights in order to update the USIMs. Furthermore, the operator shall have an OTA platform to be able to perform the updates.

Consequently, SA3 cannot conclude that all USIMs on the field are updatable.

Conclusions
The storage of the HN public key and the encryption of the SUPI with the HN public key shall take place in the tamper resistant secure hardware component. 
Legacy USIM, which can be updated to support the storage and the process of HN public key in the USIM, can be used for IMSI privacy, where supported

4
Detailed proposal

E.7.2.6
Using HN asymmetric key for permanent subscription identifier privacy

E.7.2.6.1
Description of question

Question 1: Shall permanent subscription identifier privacy be based upon HN asymmetric key?
Question 2: Shall the HN asymmetric key be stored and processed in tamper resistant secure hardware component? 
Question 3: Can legacy USIM be used to store and process HN asymmetric key? 
E.7.2.6.2
Interim agreement
Answer to question 1: -
Yes, subscription identifier privacy shall be based upon HN asymmetric key solution in phase 1.
Answer to question 2: Yes

Answer to question 3: Yes, if the legacy USIM can be updated to store and process the HN asymmetric key. Otherwise, no. 
