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Abstract:
This pCR proposes to add the 5G Key Hierarchy to clause 6.6 of TS 33.501
1
Rationale

The interim agreements on Key Issue #1.7 in TR 33.899 for phase 1 state that

1. The 5G Key Hierarchy shall support a security anchor key (referred to as KSEAF) to be used between the UE and the SEAF in the serving network for subsequent key derivations (TR 33.899 clause E.1.7.2).

2. The 5G Key Hierarchy shall support an additional intermediary core network key KAMF to be used between the UE and the AMF in the serving network. (TR 33.899 clause E.1.7.3)

3. The 5G Key Hierarchy shall support a key for confidentiality protection of NAS traffic (referred to as KNASenc) and a key for integrity protection of NAS traffic (referred to as KNASint), both of which are derived from KAMF. (TR 33.899 clause E.1.7.1)

4. The 5G Key Hierarchy shall support an intermediary AN key KgNB derived from the upper level key KAMF to be used between the UE and the 5G NR. (TR 33.899 clause E.1.7.4)

5. The 5G Key Hierarchy shall support a key for integrity protection of the signalling traffic (referred to as KRRCint), a key for confidentiality protection of the signalling traffic (referred to as KRRCenc), a key for integrity protection of the user plane traffic (referred to as KUPint) and a key for confidentiality protection of the user plane traffic (referred to as KUPenc), all of which are derived from KgNB. (TR 33.899 clause E.1.7.5)

Based on these agreements, this pCR proposes the overall key hierachy of 5G (in Phase 1).  
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Detailed proposal

******************START OF CHANGE**********************
6.6

Key hierarchy
Figure 6.6-1 shows the Key Hierarchy for 5G System, which consists of following keys: KAMF, KNASint, KNASenc, KgNB , KRRCint, KRRCenc, KUPint and KUPenc.

[image: image1.wmf]K

SEAF

K

AMF

K

NASint

K

NASenc

K

gNB

K

RRCint

K

RRCenc

K

UPint

K

UPenc

USIM/AUSF

UE/SEAF

UE/AMF

UE/gNB


Figure 6.6-1: 5G Key Hierarchy

-
KAMF is a key derived by ME and AMF from KSEAF.
-    KgNB is a key derived by ME and AMF from KAMF or by ME and target gNB. 
Keys for NAS traffic: 

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by ME and AMF from KAMF, as well as an identifier for the integrity algorithm using the KDF as specified in clause x.y.x.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by ME and AMF from KAMF, as well as an identifier for the encryption algorithm using the KDF as specified in clause X.y.z. 

Keys for UP traffic: 

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by ME and gNB from KgNB, as well as an identifier for the encryption algorithm using the KDF as specified in clause X.y.z.

-
KUPint is a key, which shall only be used for the protection of UP traffic with a particular integrity algorithm. This key is derived by ME and gNB from KgNB, as well as an identifier for the integrity algorithm using the KDF as specified in clause X.y.z.

Keys for RRC traffic: 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by ME and gNB from KgNB, as well as an identifier for the integrity algorithm using the KDF as specified in clause X.y.z.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by ME and gNB from KgNB as well as an identifier for the encryption algorithm using the KDF as specified in clause X.y.z.

Editor's Note: Other input parameters used to derive the integrity and encryption keys for NAS, UP and RRC security that are not mentioned here, if any, shall be included in this clause.

Intermediate keys: 

Editor's Note: Intermediate keys used in 5G will be mentioned here.

 ********************END OF CHANGE***********************
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