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Attachments:

1. Overall Description:

SA3 thanks RAN2 for their LS on encrypting broadcasted positioning data. SA3 discussed this issue, and noted that the Open Mobile Alliance (OMA) has already studied and designed a solution for encryption of broadcasted positioning assistance data as part of their work on LPP Extensions Specification (LPPe) Version 1.1 (and later). 
The algorithm used in LPPe for ciphering broadcasted positioning assistance data is the 128-bit Advanced Encryption Standard (AES) algorithm with counter mode. A description of this algorithm can also be found in Annex F of LPPe (and references therein).
SA3 found it reasonable to use this method also for ciphering broadcasted positioning assistance data in RAN. 

Since AES Counter Mode is a standard ciphering algorithm, its usage can be specified in a RAN owned TS and need not be separately specified by SA3.
SA3 has also considered security aspects concerning which elements in an EPS might perform the ciphering. It is SA3’s understanding that one possible element would be the eNB while another would be an E-SMLC. SA3 is aware that there may be complexity, efficiency and other aspects for such alternatives that may need to be evaluated by RAN2 and that SA3 cannot comment on. However, concerning security, SA3 sees ciphering by an E-SMLC (which seems part of the EPC) to be more secure than ciphering by an eNB.

2. Actions:

To RAN2 group.

ACTION: 
RAN2 is kindly requested to take the above into account and to consider defining the detailed impacts in RAN owned TSs. 
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