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1
Decision/action requested

This pCR proposes normative text to adopt the Security Visibility and Configurability features in EPS to 5GS.
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3
Rationale
One of the security area of study in 5G has been Security visibility and configurability (c.f., Security Area #11 in [2]), but no interim agreements have been agreed yet in SA3. Howerver, there is a need to at least carry over the feautres in this area from EPS to 5GS. 
One security feature that is supported in EPS is the use of encryption over the air interface (also known as “ciphering indicator”), at least for UEs that can display such indicators to the user. Ciphering indicator is specified in TS 22.101.
In LTE and earlier generations, when to indicate to the user that the ciphering is disabled is straightforward as the ciphering is either enabled or disabled for all bearers and is determined by the local network policy. For 5GS, SA3 has already agreed that UP protection between UE and the RAN shall be supported on Radio Bearer-specific basis (see IA E.1.16.1 of TR 33.899). Since the use of encryption is negotiated on a per RB basis in 5GS, if any one of the data radio bearers uses null encryption algorithm, the indication that the ciphering is not switched on should be shown. 

The below pCR implements the above in TS 33.501 by copying the text in TS 33.401. The newly added text compared to TS 33.401 is highlighted for the convenience of the reader.
4
Detailed proposal

SA3 kindly requested to agree on the following pCR to TS 33.501.

======= BEGIN FIRST CHANGES ===
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System"
[3]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[4]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)". 
[5]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 
[6]
RFC 4301: "Security Architecture for the Internet Protocol".

[7]
3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[8]
3GPP TS 23.502: "Procedures for the 5G System"

[9]
3GPP TS 33.102: "3G security; Security architecture"

[10]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture"

[11]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses"

[12]
IETF RFC 5488: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')"

[13]
3GPP TS 24.301: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3"
[xx]
3GPP TS 22.101: "Service aspects; Service principles"
 [x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

======= BEGIN NEXT CHANGES ===
5.3
Visibility and configurability 

5.3.1
Security indicators
Although in general the security features should be transparent to the user, for certain events and according to the user's concern, greater user visibility of the operation of following security feature shall be provided:

-
indication of access network encryption: the property that the user is informed whether the confidentiality of user data is protected on the radio access link; 
The use of user plane encryption is negotiated on a per radio bearer basis. The UE shall indicate to the user that the access network encryption is not switched on if any one the data radio bearer of the UE uses a null encryption algorithm.
The ciphering indicator feature is specified in 3GPP TS 22.101 [xx].
Editor’s Note: It is FFS whether any additional security indicators are needed.
5.3.2
Security configurability

Configurability is the property that the user can configure whether the use or the provision of a service should depend on whether a security feature is in operation. A service can only be used if all security features, which are relevant to that service and which are required by the configurations of the user, are in operation. The following configurability features are suggested:

-
enabling/disabling user-USIM authentication: the user should be able to control the operation of user-USIM authentication, e.g., for some events, services or use.
========== END OF CHANGES =============

