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1
Decision/action requested

This document analyses the problems, and solutions related to LTE redirection to GERAN. 
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 3
Rationale

In SA3#87, SA3 decided to further study the LTE call redirection to GERAN. This document analyses the problem, and proposes a way forward. 

4
Discussion 

4.1 
Solutions to prevent the usage of unprotected re-direction by attackers 
The discussion in SA3 has been heavily focusing on how to protect the LTE re-direction messages to GERAN [S3-170353, S3-171408, S3-171245]. However, as long as the UEs accept also unprotected re-direction messages, the problem is only partially solved. In practice, the legacy UEs that are already out in the field will continue accepting unprotected re-direction messages, and cannot be helped. For Rel-15 UEs and later, it is still possible to solve the problem related to unprotected re-directions. 
In LSs [S3-171019, S3-171011, and R2-1706149], RAN2 and CT1 are discussing the use of PLMN specific local policies to indicate to the UE how to treat the unprotected re-direction messages. In the original proposal, RAN2 assumed that the unprotected re-direction messages could be made globally illegal in Rel-15, however, networks that would like to continue using it could indicate an exception in protected NAS message. The downside is that networks using the unprotected re-direction would need to be upgraded before new UEs would accept unprotected re-direction. In other words, the proposal has some migration problems. 
 This proposal could be modified in a way that there could still be PLMN specific local policies to indicate to the UE how to treat the unprotected re-direction messages, however, the modified solution would be to, upon indication, ignore the unprotected re-direction, not to accept it. This solution is probably more migration friendly because on the UE behaviour only changes in networks which implement the extension. 

In addition to the UE, there are also PLMNs that don't even have GERAN networks but that still suffer from the re-direction problem. These networks also need a solution that is not based on added security to the re-direction message because they don’t use re-direction messages. 
Observation 1: The legacy UEs will always be vulnerable for the re-direction attack, i.e. there is no solution that would solve the problem without introducing changes to the UE.  

Observation 2: Adding security to LTE re-direction to GERAN does not protect the UEs against the attack if the UE keeps accepting also unprotected re-direction messages. 
Observation 3: A solution that protects the re-direction does not help operators that does not have GERAN network. 
In our opinion, SA3 needs to propose how the UE stops accepting unprotected re-direction messages. Our preferred mechanism is the approach where the network can disable the unprotected re-direction locally in its network (i.e. the  signalling solution discussed between RAN2 and CT1). 

4.2
Solutions to protect the re-direction 

4.2 
Networks that does not use unprotected re-direction 
There are already network deployments that apply AS security for LTE re-direction to GERAN, and that does not need furher protection. These networks only need the capability of disabling the unprotected re-direction (see clause 4.1). There is no need for other updates in these networks. 
Observation 4: Unprotected re-direction messages from LTE to GERAN need to be disabled in the UE even if the network used AS security to protect the redirection. 
4.2.2 
Networks that use unprotected re-direction  

For networks that currently use unprotected re-direction, there are two options: 

· Activate AS security for re-direction messages 

· Introduce a new NAS token as proposed in (S3-170353, S3-171245)
Neither of the solution work without solving also the problem in clause 4.1. Furthermore, both solutions require updates to all eNBs (if eNBs are not able to be configured to use AS security for re-direction messages). The AS security is more heavy weight but also should already exist in all eNBs. and requires no further standardization. The NAS token is more light weight but requires new standardization work. 
Observation 5: Unprotected re-direction messages from LTE to GERAN need to be disabled in the UE even if the network used NAS token to protect the redirection. 

Observation 6: With the current solution proposals, the networks that use unprotected re-direction from LTE to GERAN cannot avoid updating all eNBs (i.e. turn AS security on, or add support for the NAS token). 
In our opinion, AS security based solution should be recommended from the security point of view. It could be argued that AS security adds delay to the CS fallback, however, we think that the added delay is insignificant. 
There might be other solutions that have not yet been discussed. For example, the scope of the unprotected re-direction could be limited in the standard so that the damage of the attack could be minimized. But this would require deeper understanding on how the feature if misused in practice, e.g. if the attacker is able to make the re-direction to expensive service numbers, and if this could be prevented by making the UE re-attach. 

5
Detailed proposal

It is proposed that SA3 endorses the below working assumptions, and informs about the decision with an LS to RAN2 and CT1: 
· The legacy UEs will always be vulnerable for the re-direction attack, i.e. there is no solution that would solve the problem without introducing changes to the UE.  

· Adding security to LTE re-direction to GERAN does not protect the UEs against the attack since all networks cannot be upgraded instantly. Furhermore, a solution that protects the re-direction does not help operators that have no GERAN network. SA3 should recommend the approach where the network can disable the unprotected re-direction locally in its network (i.e. the RAN2/CT1 solution of disabling the acceptance of unprotected re-direction in the UE). 
· For the protection of LTE re-direction to GERAN, there are already network deployments that apply AS security, and that do not need furher protection. These networks only need the capability of disabling the acceptance of unprotected re-direction in the UE. There is no need to update all eNBs in these networks. 

· For networks that currently use unprotected re-direction, there are two options. They can start using AS security or a new solution based e.g. on the NAS token can be developed. Note that both solutions require changes to all eNBs. However, these networks also need to adopt the RAN2/CT1 solution of disabling the acceptance of unprotected re-direction in the UE. 
