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1
Decision/action requested

We propose a substructure for the clause on key hierarchy and elements of a key hierarchy where some details are deliberately left open: (1) RAT keys below K_gNB (2) derivation of anchor key
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Rationale

The present contribution provides

a) a substructure for the clause on key hierarchy

b) some content.  

We use the numbering of subclauses of clause 6 in TS 33.502 v020, but would like to point to a companion contribution S3-171960 where we propose a re-ordering of the subclauses of clause 6.
4
Detailed proposal

********************Start of pCR***********************************

6.6

Key hierarchy

Editor's Note: This clause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8. 

Editor's Note: Figures similar to those in clause 6.3 of TS 33.401 need to be added.

Editor’s Note: Keys relating to encryption of the permanent subscriber identity need to be added here.  

6.6.1 Keys in network entities

Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 
During an authentication and key agreement procedure, the ARPF shall generate key material from K that it forwards to the AUSF. The generation of this key material is specific to the authentication method and is specified in clause 6.1.3.

Keys in the AUSF
The AUSF shall generate the anchor key, also called K_SEAF, from the key material received from the ARPF during an authentication and key agreement procedure.

The AUSF may generate 
a further key from the key material received from the ARPF. This further key is stored in the AUSF between authentication and key agreement procedures. 
Keys in the SEAF
The SEAF receives the anchor key, K_SEAF, from the AUSF during an authentication and key agreement procedure.

The SEAF shall never transfer K_SEAF to an entity outside the SEAF.

The SEAF shall generate K_AMF from K_SEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE: This implies that a new K_AMF, along with a new K_SEAF, is generated for each run of the authentication and key agreement procedure.

NOTE: In 5G phase 1, the SEAF is co-located with the AMF.

NOTE: In 5G phase 1, K_SEAF is no longer needed after K_AMF has been derived and can be deleted. This may change in later phases of 5G if SEAF becomes an entity deployed separately from AMF that can be connected to multiple AMFs. 

Keys in the AMF
The AMF receives K_AMF from the SEAF or from another AMF. 

The AMF shall generate a derived K_AMF for transfer to another AMF set 
in inter-AMF mobility. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.5. 

The AMF shall generate keys K_NASint and K_NASenc dedicated to protecting the NAS layer. 

Editor’s Note: it is ffs whether one or more instances of K_NASint and K_NASenc are required at a time. 

The AMF shall generate access network specific keys from K_AMF. In particular, 

· the AMF shall generate K_gNB and transfer it to the gNB.

· the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value.

The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.5 “Security handling in mobility”.

Editor’s Note: the mentioning of NH depends on the assumption that a mechanism similar to vertical key derivation in EPS is used also with 5G NR access networks. 
· the AMF shall generate K_N3IWF and transfer it to the N3IWF. 
Keys in the gNB
The gNB receives K_gNB and NH from the AMF. 

The gNB shall generate all further keys dedicated to protecting the 5G NR from K_gNB and /or NH. 
Editor’s Note: these further keys dedicated to protecting the 5G NR are ffs. 
Keys in the N3IWF
The N3IWF receives K_N3IWF from the AMF. 

The N3IWF shall use K_N3IWF as the key MSK for IKEv2 between UE and N3IWK in the procedures for untrusted non-3GPP access, cf. clause 11. 

6.6.2 Keys in the UE

For every key in a network entity, there is a corresponding key in the UE.
Editor’s Note: UEs not containing a USIM (i.e. some other form of tamper resistant secure hardware component according to clause 5.1.4) are ffs. 
Keys in the USIM

The USIM shall store the same long-term key K that is stored in the ARPF. 
During an authentication and key agreement procedure, the USIM shall generate key material from K that it forwards to the ME.

Editor’s Note: the function split between USIM and ME is ffs. This function split is also likely to depend on whether a legacy USIM is used. 

Keys in the ME

Editor’s Note: tba, in line with the keys in network entities above. 
********************End of pCR***********************************

�see companion contribution on key left at the AUSF.


�see companion contribution





