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1. Overall Description:

SA3 has received the LS on 5G Registration via Untrusted Non-3GPP Access, which contained the following action on SA3 :

« SA2 kindly asks SA3 to study the attached solutions from a security point of view and let SA2 know if there are security concerns associated with each solution. «  
SA3 would like to respond as follows:
SA3 analyzed both solutions. An overview of SA3’s finding can be found in the body of this reply LS below. A more detailed analysis can be found in the attached discussion papers. 
Observations on the solution in S2-174885:

· The role of EAP-5G has been insufficiently described from a security point of view. In particular, it should be stated that the EAP server responsible for EAP-5G resides on the N3IWF and is not to be confused with the EAP server on the AUSF that is responsible for EAP methods (i.e. EAP-AKA’) used in 3GPP subscriber authentications. But this insufficient description can be fixed. Further details can be described in SA3’s TS 33.501 if the solution is selected by SA2.

· EAP-5G is an EAP method that uses 5G security, as specified in TS 33.501, for authentication. 

· In order to clearly distinguish between EAP-5G and any inner EAP method (i.e. EAP-AKA’) SA3 thinks that two differen EAP-Success messages are needed. Details and an amended message flow can be found in the attached S3-171943. 
· With this amendment, SA3 has no concerns about the use of EAP in EAP, as there is in fact a use of EAP in NAS in EAP. In particular, SA3 has no concerns about man-in-the-middle attacks mentioned in RFC 3748.

· SA3 would also like to point out that, from a security point of view, there is a lot of flexibility regarding when to stop using EAP-5G and start using IPsec for NAS transport. In particular, the entire registration procedure could be completed over EAP-5G before the IPsec ESP SA is established. SA2 may use this observation to maximize commonality of N2 procedures for different access types. But this is a decision to be taken by SA2. 
· SA3 suggests that EAP-5G is specified such that NAS is carried directly over EAP, and not as NAS over IP over EAP. This will reduce the attack surface on the N3IWF. (Judging from the discussion part of S2-174885, this seems to be the intention anyhow.)
Observations on the solution in S2-174886:

· The solution is not compliant with RFC 7296. It can, however, be made compliant by adding another IKE_SA_INIT exchange. 

· An IKE_SA_INIT exchange is the most expensive part of an IKE run in terms of performance as it contains the Diffie-Hellman handshake.

· The solution in S2-174886 has an increased attack surface on the N3IWF, compared to that of the ePDG in EPS as well as compared to the solution in S2-174885. The reason is that an attacker impersonating a UE can send arbitrary unauthenticated IP packets to N3IWF functions beyond the IKEv2 responder or the IPsec ESP termination point. This is a security disadvantage of the solution in S2-174886.
Observation common to both solutions:

· SA3 observed that there is no need for sending the 5G-GUTI or the (encrypted) SUPI in the IDi field in any of the IKE_AUTH messages. The only requirement is that the N3IWF can identify the correct AMF from IDi. The final form of IDi should be ffs. The 5G-GUTI or the (encrypted) SUPI need to be anyhow repeated in the NAS registration request; sending the encrypted SUPI twice would be a performance disadvantage as public-key encryption (which is applied to the SUPI) tends to result in long parameters.

2. Actions:

To 3GPP SA2
ACTION: 
SA3 asks SA2 to take the feedback into account. 
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