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1
Decision/action requested

Solution 1.49 in TR 33.899 reflects the agreement at SA3#87 on untrusted non-3GPP access. Even if it cannot be transformed into normative text at the present meeting due to recent developments in SA2, it is considered useful to resolve ENs in solution 1.49 that are independent of the SA2 work.
This contribution should be handled before S3-171942 in agenda item 7.3
2
References

 [1]
3GPP TS 33.899 v120
3
Rationale

The most recent SA3 agreement on authentication over untrusted non-3GPP access is contained in TR 33.899 as solution 1.49, which may serve as the basis for normative text to be included in clause 11. However, this solution is likely to undergo changes in light of the recent developments in SA2 regarding the registration procedure, cf. LS in S2-174887= S3-171731, before it can be used as normative text.

Nevertheless, it is considered useful to resolve ENs in solution 1.49 from TR 33.899 regarding pure security aspects that are independent of the SA2 work. 

Solution 1.49 contains the following three Editor’s Notes: 

“Editor’s Note: Actions specific to the AMF and the SEAF are FFS.” 
“Editor’s Note: Usage of anchor key need to be aligned with the description agreed for general 3gpp access.”

“Editor’s Note: It is FFS whether the key for N3IWF (KN3IWF) is derived from KAMF or KSEAF.”
Regarding these Editor’s Notes, we would like to point to a Nokia companion pCR in S3-171961. The companion pCR proposes that the key K_N3IWF is derived from the key K_AMF, and not from the K_SEAF directly. If the companion pCR is approved then it needs to be taken into account also in solution 1.49. 

The Word comments are meant to explain the proposed changes and are to be removed by the rapporteur before implementation of the pCR. 

4
Detailed proposal

********************Start of pCR***********************************

5.1.4.49
Solution #1.49: UE Registration and Authentication Procedure via Untrusted non-3GPP Access network
5.1.4.49.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.1.4.49.2
Solution details  
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Figure 5.1.4.49.2-1: 

1a. The UE discovers and associates with the untrusted non-3GPP access network (e.g., WLAN) and gets IP address allocated. This step may involve authentication (e.g., WLAN access authentication) of the UE by the non-3GPP access network and is outside the scope of 3GPP specification. 

1b. When the UE decides to connect to NextGen core, the UE discovers the IP address of N3IWF by executing the existing procedure as specified in TS 23.501 and proceeds with the establishment of an IPsec SA as discussed below.

2.  The UE proceeds with the establishment of IKE SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 and RFC 5998. 

3. Once the IKE SA (phase 1) is initialized, the UE sends an IKE_AUTH request message to the N3IWF.  The UE shall include the UE identifier (e.g., the UE permanent identifier or the temporary identifier that was received in a previous registration) in NAI format in the IDi payload. The UE shall also include a 3GPP-specific Vendor Id (VID) payload which contains registration parameters, such as a Registration type, a UE permanent or temporary identifier and network slice selection assistance information (NSSAI). If the UE has an anchor key from a previous registration (e.g., over a 3GPP access or another non-3GPP access), it may optionally include the AUTH payload computed using a key derived from the anchor key. Irrespective of whether AUTH payload is included or not, since the UE identifier is already included in this message, the N3IWF shall not issue EAP-Identity request (c.f., last paragraph in section 3.16 of RFC7296).
NOTE: 
Details of the IKE_AUTH request message from the UE, whether it contains a complete NAS message in the VID or parameters for constructing the N2 Request message for UE Registration via untrusted non-3GPP access by the N3IWF will be decided in the normative phase, to align with 3gpp access procedure.
 Editor’s Note: UE privacy need to be taken care of while including registration parameters.

4. N3IWF selects the AMF based on the information received from the UE in step 3.   

5. N3IWF constructs the N2 -Request message based on the received UE identifier and the VID and forwards it to the selected AMF.

6. Upon receipt of the N2-Request message, if the AMF has a 5G security context, including the key K_AMF, identified by the UE identifier and wants to reuse it for this registration, the AMF proceeds to step 10. Otherwise (e.g., AMF does not have a 5G security context associated with the UE or AMF wants to perform full authentication of the UE), the AMF shall select an AUSF, according to procedure specified in TS 23.502.







7. AMF then requests AUSF to authenticate the UE by sending the Key Request, including the UE identifier to AUSF over AAA interface.

8. If the AUSF has an anchor key (e.g., EMSK) associated with the received UE identifier and wants to reuse it, the AUSF proceeds to step 9. Otherwise,  EAP AKA’ is performed between the UE and the AUSF/ARPF. Several EAP authentication request/response message exchanges may take place between the UE and AUSF until EAP AKA’ is completed. Between N3IWF and AMF, EAP authentication request / response messages are encapsulated within authentication request / response messages over N2 interface. Between UE and N3IWF, EAP authentication request / response messages are encapsulated within IKEv2 messages. The EAP authentication request/response exchanges between the UE and the AUSF are specific to EAP  AKA’. If the EAP AKA’ is successful, then the UE and the AUSF end up sharing an anchor key (e.g., EMSK).

9.  The AUSF derives KSEAF 
and includes it in the Key Response message to SEAF. If a successful EAP-AKA’ was performed in step 8, the AUSF also includes the EAP-Success payload in this message. The SEAF derives the key K_AMF from K_SEAF. 

NOTE: In 5G phase 1, AMF and SEAF are co-located. 
10. The AMF derives a key for N3IWF (KN3IWF) with at least the key K_AMF  and the identity of the N3IWF as input to the key derivation after either a successful authentication or a decision by the network to reuse the key K_AMF (e.g., from a previous successful authentication that is performed over a different access network) as described in step 8, and sends a N2-Response message containing the KN3IWF. This message may also include the NAS SMC Request. If theSEAF received an EAP-Success payload in the key response message in step 9, the SEAF forwards it to the AMF and the AMF includes the EAP-Success in the N2 registration response.
.

11. If the N3IWF received an EAP-Success payload in N2-Response in step 10, the N3IWF sends the EAP-Success to the NG-UE. Otherwise, steps 11 – 12 are skipped.

12. The UE computes an AUTH payload using KN3IWF obtained from the successful authentication (i.e., derived based on the anchor key resulting from the authentication) and sends an IKE_AUTH request containing an AUTH payload generated using the key, to the N3IWF.

13. The N3IWF verifies the AUTH payload received from the UE either in step 3 or in step 12, using the key received from the AMF (i.e., KN3IWF). If the AUTH payload is successfully verified, the N3IWF sends an IKE_AUTH response containing an AUTH payload generated using KN3IWF, to the UE.

14. If the UE successfully verifies the AUTH payload provided by the N3IWF, an IPsec SA is established.

15. The N3IWF sends the NAS SMC received from the AMF in step 10 to the UE over the IPsec SA.

16. The UE sends a NAS SMC complete message over the IPsec SA.

17. The N3IWF forwards the NAS SMC complete message to the AMF over the N2 UL NAS transport.

18. The AMF sends a NAS registration accept over N2 DL NAS transport.

19. The N3IWF forwards the NAS registration accept to the NG-UE over IPsec SA. 

20. The UE sends a NAS registration complete over the IPsec.

21. The N3IWF forwards the NAS registration complete to the AMF over the N2 UL NAS transport, completing the UE registration to the AMF. 

NOTE: 
Details such as the formats for temporary/permanent UE identifiers, key set identifier handling/key derivations (e.g., K_N3IWF, K_SEAF), integrity key, details of messages between the entities (e.g., N3IWF – AMF/SEAF) will be defined as part of the normative work.

********************End of pCR***********************************
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