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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
TS 33.501
[2]
TS 33.401

[3]
TR 33.899
3
Rationale

This contribution provides generic content to clause 6.6 on Key Hierarchy in TS 33.501 [1]. 
The following table shows the mapping to the original clauses form TS 33.401 [2] and explanantion of the changes whenever needed. The major deviations are highlighted. 
Although all the content is new, the revision marks include only the changes to the source content from TS 33.401 [2]. 

	Source clause in TS 33.401
	Target clause in TS 33.501
	Explanation and detailed description of the changes (whenever needed)

	6.2
EPS key hierarchy
	6.6
Key hierarchy, key derivation and distribution scheme
	Changed title of target clause since the intention is to partition the content from the source clause into several subclauses for better structure and readability.

	none
	6.6.1 Key hierarchy
	This new subclause is intended to include the parts from the source clause related to the overall description of the keys and the key hierarchy. The keys included so far are based on the interim agreements captured in TR 33.899 [3] clause E.1.7.

	none
	6.6.2 Key derivation and distribution scheme
	This new subclause is intended to include the parts from the source clause related to the key derivation and distribution scheme


4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1].
***** BEGIN CHANGES ***** 
6.6

Key hierarchy, key derivation, and distribution scheme
Editor's Note: This clause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8. 

6.6.1
Key hierarchy
Requirements on 5GC and NG-RAN related to keys:

a)
The 5GC and NG-RAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.6.1-1: Key hierarchy in 5GS 

Editor’s Note: It is FFS whether the 5GC will support a horizontal key derivation like mechanism to provide backward security during AMF changes.
Editor’s Note: References to missing clauses on key derivations are FFS.

Editor’s Note: Description of intermediary keys such as NH and KgNB* if any is FFS
The key hierarchy (see Figure 6.6.1-1) includes following keys: KSEAF, KAMF, KNASint, KNASenc, KN3IWF, KgNB, KRRCint, KRRCenc, KUPint and KUPenc.
· KSEAF is a key derived by ME and AUSF upon a successful primary authentication procedure.
· KAMF is a key derived by ME and SEAF.
-
KgNB is a key derived by ME and AMF from KAMF or by ME and target gNB. 
- KN3IWF is a key derived by ME and AMF from KAMF.
Keys for NAS traffic: 

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by ME and AMF from KAMF, as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by ME and AMF from KAMF, as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by ME and gNB from KgNB, as well as an identifier for the encryption algorithm.

-
KUPint is a key, which shall only be used for the protection of UP traffic between RN and DeNB with a particular integrity algorithm. This key is derived by Me and gNB from KgNB, as well as an identifier for the integrity algorithm.

Keys for RRC traffic: 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by ME and gNB from KgNB, as well as an identifier for the integrity.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by ME and gNB from KgNB as well as an identifier for the encryption algorithm.




6.6.2
Key derivation and distribution scheme
Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 6.2, more precisely the parts related to the key derivation and distribution scheme.







***** End of Changes *****
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