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Decision/action requested

It is proposed to approve the changes in the companion contributions [3], [4] and [5]
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Rationale

The table below shows the mapping between the content of clause 7 from TS 33.401 [2] to clause 8 in TS 33.501 [1]. The main observation is that some clauses were not really in scope of clause 7 in TS 33.401 [2]. Therefore, it is proposed to relocate such clauses to what we considered more appropriate target ones in TS 33.501 [1]. Besides clause 8, this resulted in updates to clause 5 and 6 in TS 33.501 [1]. The actual skeleton updates are in the companion contributions [3], [4] and [5] providing each changes respectively to clause 5, 6 and 8.
	Source clause in TS 33.401
	Target clause in TS 33.501
	Explanation and detailed description of the changes (whenever needed)

	7.0
General
	None
	This is left out since content not relevant

	7.1
Mechanism for user identity confidentiality
	None
	This is left out for now but should be addressed in clause 6.8 on Subscriber identifer privacy

	7.2
Handling of user-related keys in E-UTRAN
	8.1.1
Handling of user-related keys in 5G-RAN
	

	7.2.1
E-UTRAN key setting during AKA
	8.1.1.1
5G-RAN key setting during primary authentication

	

	7.2.2
E-UTRAN key identification
	8.1.1.2
5G-RAN key identification

	

	7.2.3
E-UTRAN key lifetimes
	8.1.1.3
5G-RAN key lifetimes

	

	7.2.4
Security mode command procedure and algorithm negotiation
	8.1.2
AS Security mode command procedure and algorithm negotiation
	Some of the source subclauses have been relocated to target subclauses under other clauses than clause 8 in TS 33.501 [1] (see rows below). Title changed to narrow the scope to AS security matters.

	7.2.4.1
Requirements for algorithm selection
	5.4.1
Requirements for algorithm selection

	

	7.2.4.2
Procedures for AS algorithm selection
	8.1.2.1
Procedures for AS algorithm selection

	

	7.2.4.3
Procedures for NAS algorithm selection
	6.3.1
Procedures for NAS algorithm selection

	

	7.2.4.3.1
Initial NAS security context establishment
	6.3.1.1
Initial NAS security context establishment

	

	7.2.4.3.2
MME change
	6.3.1.2
AMF change

	

	7.2.4.4
NAS security mode command procedure
	6.3.2
NAS security mode command procedure

	

	7.2.4.5
AS security mode command procedure
	8.1.2.2
AS security mode command procedure

	

	7.2.4a
Algorithm negotiation for unauthenticated UEs in LSM
	None
	This is left out since content not relevant

	None
	8.2.1
Key handling at connection and registration state transitions
	New clause to group content related to CM and RM state transition effects on AS security

	7.2.5
Key handling at state transitions to and away from EMM-DEREGISTERED
	8.2.1.1
Key handling at transitions between RM-DEREGISTERED and RM-REGISTERED states
	Title slightly improved

	7.2.5.1
Transition to EMM-DEREGISTERED
	8.2.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED
	Title slightly improved

	7.2.5.2
Transition away from EMM-DEREGISTERED
	8.2.1.1.2
Transition from RM-DEREGISTERED to RM-REGISTERED
	Title slightly improved

	7.2.6
Key handling in ECM-IDLE to ECM-CONNECTED and ECM CONNECTED to ECM-IDLE transitions
	8.2.1.2
Key handling at transitions between CM-IDLE and CM-CONNECTED states
	

	7.2.6.1
ECM-IDLE to ECM-CONNECTED transition
	8.2.1.2.1
Transition from CM-IDLE to CM-CONNECTED
	

	7.2.6.2
Establishment of keys for cryptographically protected radio bearers
	8.2.1.2.2
Establishment of keys for cryptographically protected radio bearers
	

	7.2.6.3
ECM-CONNECTED to ECM-IDLE transition
	8.2.1.2.3
Transition from CM-CONNECTED to CM-IDLE
	

	7.2.7
Key handling for the TAU procedure when registered in E-UTRAN
	8.2.1.3
Key handling for the Registration procedure when registered in 5G-RAN
	

	None
	8.2.2
Key handling at RRC state transitions
	New clause to group content related to RRC state transition effects on AS security

	None
	8.2.2.1 
Key handling at transitions between RRC-IDLE and RRC-CONNECTED states
	

	None
	8.2.2.2
Key handling during mobility in RRC-INACTIVE state
	

	7.2.8
Key handling in handover
	8.3.1
Key handling in handover
	Almost a one-to-one mapping for all subclauses modulo few title changes to adapt to 5G terminology

	7.2.9
Key-change-on-the fly
	8.3.1.4
Key-change-on-the fly
	A one-to-one mapping for all subclauses modulo few title changes to adapt to 5G terminology

	7.2.10
Rules on Concurrent Running of Security Procedures
	None
	Left out until further progress

	7.2.11
Suspend and resume of RRC connection
	None
	Left out until further progress

	7.3
UP security mechanisms
	8.4
UP security mechanisms
	A one-to-one mapping for all subclauses

	7.4
RRC security mechanisms
	8.5
RRC security mechanisms
	

	7.4.1
RRC integrity mechanisms
	8.5.1
RRC integrity mechanisms
	

	7.4.2
RRC confidentiality mechanisms
	8.5.2
RRC confidentiality mechanisms
	

	7.4.3
KeNB* and Token Preparation for the RRCConnectionRe-establishment Procedure
	None
	Left out until further progress

	7.5
Signalling procedure for periodic local authentication
	None
	Left out until further progress


4
Detailed proposal

It is proposed to approve the skeleton updates provided in the companion contributions [3], [4] and [5] for inclusion in TS 33.501 [1]. 
�Content provided in [14]


�Content proposed in [7]


�Content proposed in [8]


�Content provided in [15]


�Content provided in [9], [10], [11] and [12]


�Content proposed in [6]


�Content propose in [6]


�Content proposed in [6]


�Content proposed in [6]


�Content provided in [13]





