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Attachments:
1. Overall Description:

SA3 would like to thank SA2 for the LS on PC5 secure communication (S2-171621 / S3-XXXX). SA3 would like to provide a response to the following question from SA2.

SA2 Question to SA3
“

As secure communication between eRemote-UE and eNB can be achieved with PDCP, is the secure communication between eRemote-UE and eRelay-UE over PC5 needed? 
“
SA3 answer: 
The secure communication, achieved with PDCP, is adequate to provide user plane confidentiality between eRemote-UE and eNB.  
However, SA3 is concerned about certain DoS attacks that can negatively impact the operations of public safety personnel and law enforcement in emergencies situations.  These DoS attacks may be caused by a Fake eRelay-UE successfully inserting itself between eRemote-UE and eRelay-UE during (re)authentication of the eRemote-UE to the core network.  The DoS attacks will prevent public safety personnel or law enforcement to send or receive mission critical messages/calls while being connected to the network.
SA3 is investigating solutions that can help eRemote-UE or eRelay-UE detect the presence of a Fake e-Relay-UE placed between eRemote-UE and eRelay-UE.  The potential solutions for Fake eRelay-UE detection will require a secure communication between eRemote-UE and eRelay-UE.
2. Actions: 
To SA2: SA3 respectfully asks SA2 to take the above information into account.
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