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1
Decision/action requested

SA2 sent an LS in S3-yyyy on the 5G registration via untrusted Non-3GPP Access, including two different potential solutions and asking for feedback with respect security concerns. This paper is analysing the two solutions and proposes a way forward based on the conclusions.
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Discussion
SA2 considers two potential solutions [1], [2] for the 5G registration procedure via non-3GPP Aceess and asked SA3 to study them from a security point of view. This discussion paper briefly explains both solutions and their security impacts. 

Solution [1]: 
In this solution a new EAP method is used between the UE and N3IWF. This EAP method is only used for encapsulation of NAS messages. If the UE needs to be authenticated, an inner EAP-AKA' authentication is executed on NAS layer; see steps 7-9 in Figure 1. The new EAP method will be defined as a "vendor-specific" method using EAP packets with "Expanded" type, as defined in RFC 3748 and using the existing 3GPP vendor-id registered with IANA under the SMI Private Enterprise Code registry (see https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers).  
· Requires no extensions to IKEv2;

· Requires a new EAP method for encapsulating NAS messages. However, this new EAP method will be required anyway for trusted non-3GPP access;

· Applies to both untrusted & trusted non-3GPP access.
The figure 1 shows a general case of 5G registration with solution 1, modified to fully separate the EAP-Success in the step 9a and 9c of the two EAP layers according to Nokia contribution S3-171943 [6]. Note that step 6 is optional (required only when the AMF decides to request the UE’s permanent identity) and step 7 is required only when the AMF decides to authenticate the UE. During the EAP-AKA' authentication all EAP-AKA' messages are encapsulated into NAS Autentication messages. 
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Figure 1: Registration flow according to solution [1], [6]
Solution [2]: In this solution a “temporary” IPSec SA is created using a NULL IKE authentication method described in RFC 7619; see steps 2b, 2c in Figure 2. Subsequently, NAS messages are exchanged between the UE and AMF (via N3IWF) within this “temporary” IPsec SA until the AMF sends the security key to N3IWF. In this case, the IPsec SA is re-authenticated with another AUTH exchange; see steps 7a, 7b in Figure 2. If the network wants to authenticate the UE, an EAP-AKA’ authentication takes place between the UE and AUSF; see steps 5, 6 in Figure 2. EAP-AKA’ messages are encapsulated within NAS Authentication messages. 
· Requires a new IKE SA creation since re-authentication is not supported in the same IKEv2 session.
· Requires extensions to IKEv2 in order to carry the “AN parameters”; see step 2b

· It cannot be applied to trusted non-3GPP access

· Provides a user identity in the unauthenticated IKE (step 2b), which is not recommended by the RFC
· No resource separation of unauthenticated and authenticated IKE between same peers
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Figure 2: Registration flow according to solution [2]
Impacts of Solution [1]

Solution [1] uses standard EAP-over-IKE with a new EAP "vendor-specific" method using EAP packets with "Expanded" type, as defined in RFC 3748 [3]. This new EAP method is expected to be very simple since it is used only for encapsulation of NAS messages, not for authentication. Recall that SA3 has already defined a "vendor-specific" EAP method called EAP-LWA (see TS 33.401, Annex G) which uses the existing 3GPP vendor-id registered with IANA under the SMI Private Enterprise Code registry (see https://www.iana.org/assignments/enterprise-numbers/enterprise-numbers).
Impacts of Solution [2]

The solution has a couple of issues concerning the use of the NULL authentication. Currently [4] IKEv2 does not support the re-authentication as proposed in step 7a. In order to re-authenticate, the only way in [4] clause 2.8.3 is to “new IKE SA from scratch (using IKE_SA_INIT/IKE_AUTH exchanges, without any REKEY_SA Notify payloads), creating new Child SAs within the new IKE SA (without REKEY_SA Notify payloads), and finally deleting the old IKE SA (which deletes the old Child SAs as well)”. 
RFC 7619 [5] recommends not to use an “ID Type other than ID_NULL with the NULL Authentication method may compromise the client's anonymity in case of an active MITM attack.” The solution [2] suggests in step 2a that the UE provides a user identity which is used by N3IWF to do AMF selection. 
Further [5] clarifies that “combining authenticated and unauthenticated IKE peers on a single host can be dangerous, assuming the authenticated IKE peer gains more or different access from unauthenticated peers (otherwise, why not only allow unauthenticated peers). An unauthenticated IKE peer MUST NOT be able to reach resources only meant for authenticated IKE peers and MUST NOT be able to replace the Child SAs of an authenticated IKE peer.” In the proposed solution the UE can reach the same resources unauthenticated and authenticated in the N3IWF.
4
Conclusions
As discussed above, solution [2] raises several security concerns and, therefore, we believe that this solution is not preferred from a security point of view. On the other hand, we believe that solution [1] is based on the normal EAP-over-IKE procedures and does not raise any security concerns.
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