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1
Decision/action requested

SA3 studied in Key Issue #4.1: AS security during RRC idle mode different solutions to detect rogue gNBs and sent in S3-171568 an LS to RAN1, RAN2 and RAN4 in order to ask for their opinion on the two types of solution. We have several concerns on the studied solutions and propose a more lightweight mechansism for the UE to detect a rogue gNB.
2
References

[1]
S3-171568 “LS on Support for fake gNB detection mechanisms”
3
Discussion
SA3 identified two types of solutions which could be used by the UE to identify a rogue gNB, i.e. active/prevention solutions where the UE detects the rogue gNB and a passive solution based on the measurements and other information reported bythe UE. 
The active/prevention type of solutions have quite a lot of drawbacks which are not acceptable from a UE point of view in order to safe battery consumption. The UE is force to exchange messages at every cell reselection with the gNB which would result in frequent ECM IDLE-CONNECTED state transitions resulting in increased signalling in the RAN and between RAN and CN, as well as in increased power consumption and shorter battery lifetime. This can become an issue if the UE is moving and/ or the cell sizes are small and radio situation is fluctuating. Some of the solutions make further the assumption that the gNB is able to distinguish a single UE and knows its identity, which is not possible for RRC Idle UEs. Also the usage of on demand SI is not UE specific and read by all UEs in the cell since, if requested by any UE, the corresponding SI is broadcasted. 
The passive mode solution may still force the UE to perform unnecessary measurements, acquire, store and report system information from multiple cells in IDLE mode etc., which is also not beneficial for the battery consumption and in the end provides a result questionable in terms of timing since this UE could not be preveted from camping on the Rogue gNB; further it is unclear when the rogue gNB is detected in the network. Stationary IoT devices with Mobile Initiated Communication Only (MICO) mode would not have any chance of any communication any more when using only a passive mode solution. 
Replay attacks may be only possible to be detected when an active authentication message exchange between UE and gNB takes place, which is not desirable from UE point of view for cell reselections. This paper proposes a variation of the active/prevention type solutions that enables the UE to detect a rogue gNB without exchange of messages with the gNB at each cell reselection event.
Figure 1 depicts the distribution of the keys for the detection mechanism. The OAM system provisions a KNB to the gNBs. The gNB derives for each of its cells with a KDF and the input parameters cell ID and a freshness parameter based on time, a new key KNBCellIDTime, which is used to create a one way hash value of the system information. The OAM system configures the AMFs with the KUE, which corresponds to the KNB in the OAM system as master key for deriving all the cell specific keys. The KUE is the same for all for all UEs in the serving PLMN. The AMF provisions the KUE key to the UE in encrypted NAS signaling. The UE derives the KUECellID taking also into account the Cell ID and the time parameter which is broadcasted also in the same system information block. The UE performs also a one way hash of the broadcasted system information and compares it with the one in the broadcast. If they are the same, the gNB is authenticated. Replay attacks could be detected by the UE if the attacker needs more time for the copy and broadcast action than the time interval the gNB is taking for refreshing the signature, which is at minimum every frame start (MIB 40ms, SIB 80ms in LTE, not yet specified for NR). The UE would experience a different UTC time broadcast between different gNBs, when performing cell reselection.
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Figure 1: Key distribution and detection mechanism
This solution has the following advantages:
+ key distribution to the UE in encrypted NAS, easy KUE/ KNB key refresh possible
+ roaming support since AMF is located in VPLMN
+ simple detection in the UE that can be performed at cell reselection

+ no message exchange between UE and gNB at every cell reselection
And the following disadvantages:

- key distribution to the UEs and all gNBs

- not safe against replay attacks within the same time of a broadcast frame

- can be circumvented if attacker forces the UE to 2G with very high power of the broadcast signal

4
Conclusions
It is proposed to include the following text into TR 33.899:
Start of Changes
5.4.4.z
Solution #4.z: Rogue gNB detection using SIB signature

5.4.4.z.1
Introduction  

This solution addresses Key Issue #4.1: 
AS security during RRC idle mode
The active/prevention type of solutions have quite a lot of drawbacks which are not acceptable from a UE point of view in order to safe battery consumption. The UE is forced to exchange messages at every cell reselection with the gNB which would result in frequent CM IDLE-CONNECTED state transitions resulting in increased signalling in the RAN and between RAN and CN, as well as in increased power consumption and shorter battery lifetime. This can become an issue if the UE is moving and/ or the cell sizes are small and radio situation is fluctuating. Some of the solutions make further the assumption that the gNB is able to distinguish a single UE and knows its identity, which is not possible for RRC Idle UEs. Also the usage of on demand SI is not UE specific and read by all UEs in the cell since, if requested by any UE, the corresponding SI is broadcasted. 

The passive mode solution may still force the UE to perform unnecessary measurements, acquire, store and report system information from multiple cells in IDLE mode etc., which is also not beneficial for the battery consumption and in the end provides a result questionable in terms of timing since this UE could not be preveted from camping on the Rogue gNB. Furthermore, it is unclear when the rogue gNB is detected in the network. Stationary IoT devices with Mobile Initiated Communication Only (MICO) mode would not have any chance of any communication any more when using only a passive mode solution. 

Replay attacks may be only possible to be detected when an active authentication message exchange between UE and gNB takes place, which is not desirable from UE point of view for cell reselections. This solution proposes a variation of the active/prevention type solutions that enables the UE to detect a rogue gNB without exchange of messages with the gNB at each cell reselection event.

5.4.4.z.2
Solution details

The salient feature of the proposed solution is the configuration of Key material in the UE and in the RAN which allows the UE to verify the genuineness of each cell. Some part of the System Information Broadcast is signed and the UE can verify whether the signature is correct. 

Figure 1 depicts the distribution of the keys for the detection mechanism. The OAM system provisions a KNB to the gNBs. The gNB derives for each of its cells with a KDF and the input parameters cell ID and a freshness parameter based on time, a new key KNBCellIDTime, which is used to create a one way hash value of the system information. The OAM system configures the AMFs with the KUE, which corresponds to the KNB in the OAM system as master key for deriving all the cell specific keys. The KUE is the same for all for all UEs in the serving PLMN. The AMF provisions the KUE key to the UE in encrypted NAS signaling. The UE derives the KUECellID taking also into account the Cell ID and the time parameter which is broadcasted also in the same system information block. The UE performs also a one way hash of the broadcasted system information and compares it with the one in the broadcast. If they are the same, the gNB is authenticated. Replay attacks could be detected by the UE if the attacker needs more time for the copy and broadcast action than the time interval the gNB is taking for refreshing the signature, which is at minimum every frame start (MIB 40ms, SIB 80ms in LTE, not yet specified for NR). The UE would experience a different UTC time broadcast between different gNBs, when performing cell reselection.
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Figure 5.4.4.z.1: Key distribution and detection mechanism

5.4.4.z.3
Evaluation 

This solution has the following advantages:

+ key distribution to the UE in encrypted NAS, easy KUE/ KNB key refresh possible

+ roaming support since AMF is located in VPLMN

+ simple detection in the UE that can be performed at cell reselection

+ no message exchange between UE and gNB at every cell reselection

And the following disadvantages:

- key distribution to the UEs and all gNBs

- not safe against replay attacks within the same time of a broadcast frame

- can be circumvented if attacker forces the UE to 2G with very high power of the broadcast signal

Next Changes

5.4.5
Conclusions 

5.4.5.1
AS security during RRC idle mode (Key issue #4.1)
For key issue #4.1 "AS security during RRC idle mode", the available solutions can be grouped into two types. First one is a prevention type (solutions #4.2, #4.4, and #4.8) and another is a detection type (solution #4.10). Both types have advantages and can co-exist together. 

-
Prevention type solution is, in principle, preferred because UEs could be protected from camping to false base station. The proposed Solution #4.4 (#2 UE verifies gNB with 'System Query' message) requires the UE to communicate with the network despite of being in RRC_IDLE mode, Solution #4.4 (#1 Fake gNB detection using UL traffic monitoring) does not prevent UEs from camping onto false base station, Solution #4.8 is not addressing IDLE mode cell-reselection (but UE power-on scenario), and Solution #4.2, despite of the complexity introduced by its key management, it still does not protect the UEs in all scenarios (it is yet to be confirmed whether "other SIs" are always mandatory for cell reselection or not). Solution #4.z does not provide protection against replay attacks but is leightweight enough to be performed in IDLE mode in the UE without requirering a message exchange with the gNB.Therefore, prevention type solution #4.z can be chosen as basis for normative work in Phase I. However, 5G system will support a prevention type solution in Phase I, if the solution can be proven to be effective (in prevention) and efficient (in complexity). The Solution will also have to consider the work done in other working groups.
-
Detection type solution seems to compliment, not compete with, mitigation type solution. From the network's point of view, it is always advantageous to be able to detect if there was any false base station attack, regardless of whether the UEs mitigated the attack or not. When the attacker is able to keep moving the false base station (i.e., not stationary for long time), it is challenging to actually catch the attacker, because by the time the false base station is detected and authorities reach the attack location, the attacker might have moved from there. However, detection is still valuable because first, it puts more work on attacker, and second, the attack itself will be less effective or mitigated if the attacker has to move away while the victim is in same location (i.e. not moving). There is a proposed solution of detection type, i.e., #4.10. It does not have any major impact on the system and enables the network to collect measurements relevant to false base station. Since the actual detection is left for implementations, there is room for network implementations to adapt to the evolution of the attack. However as like MDT, regulator issues in collecting data from the UE by the network and usefulness of data in determination of fake eNBs need to be addressed.
End of Changes

