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1
Decision/action requested

It is requested to approve the proposed content for clause 8.1.2.2, related to AS SMC, in TS 33.501.
2
Rationale

The new clause "8.1.2.2 AS security mode command procedure" (proposed in a separate contribution) needs content.

3
Detailed proposal

Changes are proposed below. All text is new. 

For convenience of reader, 5G specific texts are shown as track changes against clause 7.2.4.5 in TS 33.401.
*** BEGIN CHANGES ***
8.1.2.2
AS security mode command procedure

Editor’s Note: If AS security mode command procedure is different depending upon RAN node type, i.e., either eNB or gNB, is FFS.

The AS SMC procedure consists of a roundtrip of messages between gNB and UE. The gNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 8.1.2.2-1.

The AS security mode command message from gNB to UE shall contain the selected AS algorithms. This message shall be integrity protected with RRC integrity key based on the current KAMF. 

The AS security mode complete message from UE to gNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on the current KAMF. 
RRC and UP downlink ciphering (encryption) at the gNB shall start after sending the AS security mode command message. RRC and UP uplink deciphering (decryption) at the gNB shall start after receiving and successful verification of the AS security mode complete message. 

RRC and UP uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC and UP downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS security mode command message 

Editor’s Note: Description of UP integrity protection activation, if applicable, in this or some other clause is FFS. 

If any control of the AS security mode command is not successful in the UE, the UE shall reply with an unprotected security mode failure message (see TS 38.331[a]).

AS security mode command always changes the AS keys.
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Figure 8.1.2.2-1: AS security mode command setup procedure 
*** END OF CHANGES ***
�This clause is proposed in separate Ericsson skeleton contribution.
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Verify AS SMC integrity. 



If succesful, start RRC integrity protection, RRC/UP downlink deciphering, and send AS Security Mode Complete.
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