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1
Decision/action requested

This contribution provides content to Clause 8.1.2.1.1.
2
Rationale

Clause 8.1.2.1.1 is empty and needs content.
3
Detailed proposal

All proposed text is new. Only important changes compared to TS 33.401 are shown as track changes (doctored).
*** BEGIN CHANGES ***
8.1.2.1
Procedures for AS algorithm selection

8.1.2.1.1
Initial AS security context establishment

Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is established in the gNB, the AMF shall send the UE 5GS security capabilities to the gNB. The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE 5GS security capabilities. The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE 5GS security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user plane and RRC traffic. The integrity algorithm is used for integrity protection of the RRC traffic, and, if applicable, for the integrity protection of user plane traffic. 

Editor's Note: It is FFS to clarify how UE 5GS security capabilities look like and if AMF selectively sends only corresponding specific security capabilities to eNB and gNB.
Editor's Note: It is FFS to clarify that enabling/disabling integrity of user plane traffic is not part of this clause because of being a bearer specific configuration, and therefore should be specified in relevant clause discussing bearer addition/modification.
*** END OF CHANGES ***
�This clauses were proposed in separate Ericsson skeleton contribution.


�New sub clause proposed by this contribution.





