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1
Decision/action requested

This document proposes to add a security solution for 5G initial NAS message in the section 5.1.4 of TR33.899.
2
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3
Rationale

In LTE/EPC, all initial NAS messages are not ciphered. The reasons are:
· No UE ID/security context ID included in the message header of a security protected NAS message. Hence, once an initial NAS message was ciphered, then the MME cannot decipher it and cannot who sends such NAS message.

· In some cases, e.g. first power-on, insert a new USIM card, or no valid security context stored, the UE cannot cipher the initial NAS message.
The non-ciphered initial NAS messages may cause DoS attack risks which were observed cases in the field, e.g. the fake network can hijack the non-ciphered initial NAS message and create a NAS reject message to the UE with a fatal reject cause value (e.g. #7 “EPS services not allowed”). As per current specs in LTE/EPC, the UE need still to handle the received non-security protected NAS reject message. As a result the UE was attacked by the fake network, e.g. to disable to obtain the services from NW.

In 2G/3G and LTE/EPC, in Rel-13, some enhanced solutions on prevebting DoS attacks of non-integrity protected NAS reject messages were agreed (see subclause 4.1.1.6A in 24.008 and subclause 5.3.7b in 24.301). However, the solutions are not a perfect solution, i.e. it mainly attempts to achieve the balance between the DoS attack alleviation and overkill of handling of real NW.

In 5G, the unprotected initial NAS messages can also cause security problems, so there is a need to provide a security protect mechanism of all initial NAS messages in 5G to prevent DoS attacks as far as possible.
4
Detailed proposal

***********************Start of the first change************************
5.1.4. Z 

Solution #1.Z: Security of NAS signallings before security activation
5.1.4. Z.1

Introduction
The solution addresses the key issue #1.5 Integrity protection for the control plane between UE and network and key issue #1.6 Confidentiality for the control plane between UE and network.
5.1.4. Z.2

Solution details
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Figure 5.1.4.Z.2-1 end-to-end flow for initial NAS messages protection

0. Operator pre-configures a default (subscribed) NAS security context (at least including NAS Keys and Integrity/Encryption algorithms in the ME/USIM and user’s subscription data in the UDM (or in AUSF)). Based on the operator policies, the default NAS security context can be configured per PLMN and/or RAT level, typically, for the roaming cases, the HPLMN can configure different security context for different VPLMN.

1. Before initiating an initial NAS message, the UE derives the default NAS security context from ME/USIM (per PLMN and/or RAT) and uses it to cipher (or optionally integrity protect) the initiate NAS message. In the message header of a security protected initial NAS message, UE’s permanent ID (e.g. IMSI) and a new security header type are included. Two new security header types are defined:  (a) Integrity protected and ciphered with initial (default/subscribed) security context; (b) Ciphered with initial (default/subscribed) security context. 

3. Upon receipt of a security protected NAS message, if the security header type is initial and no default security context exist at AMF(SEAF) for this UE, the AMF(SEAF) will firstly use UE ID to retrieve the default security context from AUSF/ UDM(ARPF). If the AMF(SEAF) already has UE’s default security context, it will directly use it, i.e. steps 4-6 are skipped.

4-6. If the AMF(SEAF) dosn’t have UE’s default security context, it will send a request message to AUSF/ UDM(ARPF) to retrieve the UE default security context. In this request message, it includes UE permanent ID (e.g. IMSI), the current Serving PLMN ID and the current used RAT information. The AUSF/ UDM(ARPF) retrieves UE’s default NAS security context (optionally based on Serving PLMN ID and/or RAT type) and sends it to the AMF(SEAF).
7-8. The AMF(SEAF) stores (for subsequent usage) and uses the received default NAS security context to decipher/integrity check the initial NAS message. Three failure cases will be covered:

(a) If decipher and integrity check success but the AMF(SEAF) has to reject the request before AKA, performs step 8a, i.e., the reject message will be security protected using the same default security context; 

(b) If decipher and integrity check success and the AMF(SEAF) rejects the request after the AKA, performs step 8b, i.e. the reject message needs to be security protected using the new security context (i.e. the security context created during AKA);

(c) If decipher or integrity check is failed, the AMF(SEAF) either ignores the message or performs step 8c, i.e., to return a specific defined 5G NAS message with a cause valve (e.g. 5G MM STATUS, similar as EMM STATUS with cause #97 "message type non-existent or not implemented") to the UE. This NAS message was security protected using the same default security context. 

9. Upon receipt of a security protected NAS reject message, the UE will handle it as per reject cause; Upon receipt of a security protected 5G MM STATUS message, the UE’s behaviour is implementation dependent; Upon receipt of a non-security protected NAS message, the UE will directly discard the message. 
Note:

1.  The default (subscribed) NAS security context can only be used for 5G initial NAS messages. 

2.  This solution can also work in case of roaming with LBO or HR.

3.  For the genuine NW, it shall always send a security protected NAS message to the UE using either the default NAS security context or the new security context during AKA.

4.  The fake NW can only know the UE’s permanent ID (i.e. IMSI) but cannot access UDM/AUSF to retrieve UE’s default NAS security context, hence it cannot send a security protected NAS message to the UE.

5.  Ciphering is mandatory to prevent DoS attack but integrity protection is optional

5.1.4.13.3

Evaluation

tba

***********************End of the first change*************************
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