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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501.
2
References

[1]
TS 33.501
[2]
S3-171861 Discussion on radio access network protection
3
Rationale

This contribution adds content in section 8.1.2.1 on procedures for AS algorithm selection. The content shows decoupling control plane security negotiation and user plane security negotiation on radio access network. The core netowrk are invloved to determine the security policy and send it to the gNB. The security policy implies whether ciphering or integrity protection is activated or not.

The reason behind the ideas can be found in S3-171861.
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***** First Change *****

8.1.2
AS Security mode command procedure and algorithm negotiation

8.1.2.1
Procedures for AS algorithm selection

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.4.2, which is about AS algorithm negotiation procedure.  

8.1.2.1.1
Initial AS security context establishment.

Each gNB shall be configured via network management with lists of algorithms which are allowed. There shall be one list for integrity algorithms, and one list for ciphering algorithms. 

NOTE: It does not preclude that there are multiple lists of algorithms separated for AS control plane and AS user plane.

a) Initial AS RRC security context establishment

The lists for control plane shall be ordered according to a priority decided by the operator. When AS security context for control plane is established in the gNB, the AMF shall send the UE NG security capabilities to the gNB. The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE NG security capabilities. The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE NG security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the RRC traffic. The integrity algorithm is used for integrity protection of the RRC traffic.

b) Initial AS UP security context establishment

The lists for user plane shall be ordered according to a priority decided by the operator. Before AS security context for user plane is established in the gNB, the SMF shall obtain a security policy for a PDU session in session management procedures. The security policy indicates the gNB whether the ciphering (encryption) protection for user plane is activated or not, and whether the integrity protection for user plane is activated or not.
When AS security context for user plane is established in the gNB, the SMF shall send the security policy to the gNB via AMF. The gNB shall apply the security policy to all DRBs belonging to a PDU session. 

The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE NG security capabilities, if the security policy indicates that the ciphering (encryption) protection is activated. The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE NG security capabilities, if the security policy indicates that the integrity protection is activated. 

The chosen algorithm(s) shall be sent to the UE in the RRC Reconfiguration Request message. The ciphering algorithm is used for ciphering of the user plane traffic. The integrity algorithm is used for integrity protection of the user plane traffic.
***** End of Change *****

