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Decision/action requested

It is proposed to discuss the questions raised by R2-1707496.
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Rationale

3.1
Introduction

This contribution proposes the discussion on the handling of NR security capability raised by RAN2’s LS---R2-1707496[1].
3.2
Analysis on the LS
On handling of NR security capability, R2-1707496[1] states that “The preferred choice is still to handle this on the NAS layer since it is assumed a similar solution will be adopted for standalone NR”. Therefore, the RAN WG2 prefers obtaining the UE’s NR security capabilities from the core network which is consistent with the solution of standalone NR.
Observation 1: RAN WG2 prefers obtaining the UE’s NR security capabilities from the core network which is consistent with the solution of standalone NR.
RAN WG2 believes there are some negative consequences if the UE’s NR security capabilities are requested by eNB and passed to gNB, as R2-1707501[1] says “if security is needed for capability exchange, then enquiry needs to be done after security activation that increases delay to setup EN-DC as well as increases signalling load significantly”. To be more specific, although security capablities can be requested and provided before security activation currently, RAN WG2 believes this has to be done after security activation when security is needed. If so, additional signalling is required to exchange security capabilities while delay is also increased. RAN WG2 does not want to introduce additional signalling load and delay to setup EN-DC.
Observation 2: RAN WG2 does not want to introduce additional signalling load and delay to setup EN-DC.
The other negative consequence identified by RAN WG2 is “If there is requirement to echo the NR security capabilities back to the UE, there is additional specification impact as well as signalling overhead”. The UE’s security capabilities are echoed by MME in NAS layer currently, and if the UE’s NR security capabilities are requested by eNB and passed to the gNB, sepcification will be impacted. RAN WG2 does not want to introduce additional specification impact as well as signalling overhead.
Observation 3: RAN WG2 does not want to introduce additional specification impact as well as signalling overhead.
In R2-1707496[1], there are two enquiries that RAN WG2 is looking forward to receiving the feedback from SA3. The first is “RAN2 would like to receive feedback on how the UE NR security capabilities should be handled for stand-alone NR”. For EN-DC, the UE should provide its NR security capabilities to the MME in a NAS message, and the MME sends to the eNB over S1 interface. For stand-alone NR, the UE’s NR security capabilities should be handled on the NAS layer as LTE does. The advantage of the above solutions have been identified by RAN WG2 since “the capabilities can be uploaded once and then stored in the MME as part of the Radio Access capabilities”.
Observation 4: RAN2 wants to get feedback on how the UE’s NR security capabilities should be handled for both EN-DC and stand-alone NR.

Proposal 1: Inform RAN WG2 that the UE’s NR security capabilities should be handled on the NAS layer for both EN-DC and stand-alone NR.

The second enquiry that needs feedback is “RAN2 would like to also get feedback on how capabilities would be handled in inter-system HO (LTE/EPC and NR/5GC)”.  Considering inter-system HO from LTE to 5G, the UE’s security capabilities should be passed to the AMF by the MME, and then are sent to gNB over NG2 interface.
Observation 5: RAN2 wants to get feedback on how capabilities would be handled in inter-system HO (LTE/EPC and NR/5GC).

Proposal 2: Inform RAN WG2 that the UE’s security capabilities should be passed to the AMF by the MME, and then are sent to gNB over NG2 interface.

3.3
Conclusion
The following observations have been made:
Observation 1: RAN WG2 prefers obtaining the UE’s NR security capabilities from the core network which is consistent with the solution of standalone NR.
Observation 2: RAN WG2 does not want to introduce additional signalling load and delay to setup EN-DC.
Observation 3: RAN WG2 does not want to introduce additional specification impact as well as signalling overhead.
Observation4: RAN2 wants to get feedback on how the UE’s NR security capabilities should be handled for both EN-DC and stand-alone NR.
Observation 5: RAN2 wants to get feedback on how capabilities would be handled in inter-system HO (LTE/EPC and NR/5GC).
The folowing proposals are identified:
Proposal 1: Inform RAN WG2 that the UE’s NR security capabilities should be handled on the NAS layer for both EN-DC and stand-alone NR.
Proposal 2: Inform RAN WG2 that the UE’s security capabilities should be passed to the AMF by the MME, and then are sent to gNB over NG2 interface.
4
Detailed proposal

SA3 is kindly requested to take into account the proposals in clause 3.3 when drafting replied LS. 

