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Decision/action requested

Approve the pCR below
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Rationale

This pCR introduces security aspect of SMS over NAS specified in TS 23.501[1]. 
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Security Aspects of SMS over NAS

Specific services of SMS over NAS is defined in the TS 23.501 [2], and procedures for SMS over NAS is specified in the TS 23.502 [8]. 
For registration and de-registration procedures for SMS over NAS, the details are specified in clause 4.13.3.1 and 4.13.3.2. The NAS message can be protected by NAS security mechanisms.
NOTE: When Registration Request message is not integrity protected, e.g. initial registration, the IE “SMS supported” may be changed by a man-in-middle-attack. However, a hash of Registration Request in NAS Security Mode Complete message could help to protect against the attack.
For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, UE has already activate NAS security with AMF before send/receive SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on KAMF, and integrity protected with NAS integrity key based on KAMF by the UE/AMF as described in clause 6.2 in this specification.
For MO SMS using one step approach in CM-IDLE, an initial NAS message including SMS shall be integrity protected with NAS integrity key based on KAMF. In addition, this NAS message needs to be partially ciphered based on NAS ciphering key with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case, an indication for partly ciphered shall be included in the NAS message, and the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.
Editor’s Note: The details for partially ciphered mechanisms shall be defined by CT1 specification.
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