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1. Overall Description:

RAN WG2 in their LS R2-1706150 requested SA3 make a study on encrypting broadcast positioning data: 

“As part of UE Positioning Accuracy Enhancements for LTE work item RAN2 is discussing broadcasting some positioning information in a broadcast message. RAN2 also discussed the need for this information to be encrypted because it may be sensitive, and/or to be used for subscribed UEs only or only for a subset of UEs with special authority and key to decode the broadcast information.

RAN2 requires a secure broadcasting procedure for the network to broadcast some positioning related information that needs to be optionally encrypted and asks SA3 to study and design a suitable solution.  “
2. Discussion:
 The position data is sensitive and it is not advisable to broadcast it to all UEs, it need to be restricted only to legitimate subscribers or to selected group of users. For this reason, the position data broadcasted by the network need to be encrypted.

Reference TS 36.355: LTE Positioning Protocol 
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Figure 4.1.1-1: LPP Configuration for Control- and User-Plane Positioning in E-UTRAN.

The LPP protocol between Location Server and the UE which carries the new information elements in the Assistance data can be secured using security keys shared between the UEs and the E-SMLC, to limit the use of data only for subscribed UEs. 
3. Proposal:

How to provision the keys in the UE/derive it in E-SMLC: 
1. Since this feature  is for LTE, how to provision the keys needs some more analysis. Currently between the LTE network and all the UEs there is no common key.
2. Take one more meeting cycle to decide on enhancing the security solution from TS 25.305.
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