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1	Decision/action requested
It is proposed to approve the changes for security policy mechanisms of TS33.501. 
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3	Rationale
In LTE, there is no integrity protection for UP data. But in 5G, various services or applications have different requirements on UP data integrity protection. Therefore, SA3 has already achieved the following agreements about UP integrity protection:
· “UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase1.”
· “It shall be possible to negotiate the use of UP integrity between 5G UEs and 5G networks in 5G phase1. Its use shall be determined by the network.”
In this case, the UP security policy should include capability to enable or disable a particular feature such as UP integrity protection. This policy needs to be able to be negotiated to support the various services and/or applications in 5G. Several options are possible in the current the 5G architecture as to how the security policy can be configured: 
· Option1: via OAM
The UP security policy could be preconfigured in OAM. 
When the UE and network perform the session establishment procedure, the network function (e.g. SMF) retrieves the UP security policy  based on UE information (e.g. UE ID, or DNN) from the OAM function that stores all the UP security policies corresponding to DNN or other information, The network function can update these policies via the management plane if needed. The network function can also send UP security policy to RAN. And, RAN then makes the final decision about the UP security protection based on this UP security policy, UE security capability and network security capability. 
To summarize, it is assumed that there should be the interface between the network function entity and OAM to perform the UP security policy negotiation via OAM. However, this method is relevant to the management plane which should be aligned with the SA5’s work and this would make the whole UP security policy negotiation complicated.
· Option2: via UDM
The UP security policy could be stored in UDM along with the subscription data together statically. For each PDU session establishment, SMF retrieves the session related information, e.g. Subscriber Permanent ID, DNN, default QoS profile. Based on the UP security policy, the SMF can make the decision on UP security protection method including UP security lists of serving network allowed UP security algorithms which may be ordered according to a priority decided by the operator or indications showing whether UP integrity protection are enabled or not. 
Option2 is more reasonable than the Option1, because communicating with UDM for session related information is natural and the UP security policy could be easily retrieved by SMF at the session set-up procedure. In addition, the interface between SMF and UDM is already defined by SA2.  There is no impact to OAM system.
· Option3: via PCF
Besides pre-storing the UP security policy in UDM, another option is that the UP security policy negotiation can be dynamically configured via PCF. This option is similar to the QoS determination mechanism, where dynamic PCC would be deployed. Since there would be at least two types of session, if the PDU session requests to use the existing PDU session, the UP security policy would be the same as the existing PDU session. Otherwise, if the dynamic PCC is deployed, the UP security policy could be determined by PCF accordingly. 
Comparing the option1 and option2, option3 which could be considered a dynamical way to negotiate UP security policy via PCF. If this is the case, it should be preferred to be included in Phase 1 else, it will be more work to add the hooks in phase II. Meanwhile, based on the dynamic mechanism, the UP protection should be flexible based on the type of service anddata to be protected. Hence, dynamic mechanism needs to be supported in UP protection negotiation.
However, both option2 and option3 could take place during the PDU session set-up procedure.
Conclusion: Security policy negotiation happens during PDU Session set-up, and could be retrieved from UDM and PCF, and security policy in the UDM and PCF could be the result of security requirement configuration in OAM. We can refer to the companion document S3-171794.
4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in TS33.501.
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6.X    UP security policy determination
For UP security context establishment, the UP security policy for a PDU session in session management procedures should be determined. The UP security policy may be preconfigured in the network function entity, e.g. UDM, SMF. When receiving the session set-up request from the UE, the network function entity retrieves the UP security policy from the database. Alternatives, the network negotiates the UP security policy dynamically via PCF. 
Note: Similar to how SMF dynamically determines the policy for some services (e.g. QoS in IMS), UP security policy can be dynamically determined by PCF.
************End of the first Change*****************
