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Decision/action requested

This contribution proposes an interim agreement for UE tracking protection while handover 
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Rationale
This contribution focuses on UE tracking attack while handover using continuous PDCP SN, where PDCP SN is used for PDCP layer.

Firstly, take LTE for example, for user data protection sequence number (PDCP SN) can be used at least for ciphering and deciphering in PDCP. Although user data is protected after encryption while transmitted between UE and eNB, the sequence number still need to be transferred with the ciphertext without encryption. Because the sequence number is the mandatory input parameter for ciphering and deciphering. Therefore, according the continuous PDCP SN, an attacker would be able to confirm with greater probability that these two PDCP packets are from the same UE. Tracking attack may be launched using the PDCP SN. 

Meanwhile, the tracking attack still works while UE is handover from source gNB to the target gNB. The reasons are as follows.
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The above figure illustrates the procedure of Intra-AMF/UPF Handover from section 9.2.3 of RAN TS 38.300[1].

Note that after the step 6 Uu Handover Trigger, Source gNB sends SN Status to the Target gNB. According to the handover mechanism, the SN Status including the sequence number (PDCP SN) used for PDCP encryption will be transferred to Target gNB, and the PDCP SN will not be changed while the handover procedure. Also, 5G will support this Therefore, the tracking attack applied to LTE, is still valid in 5G.
According to TR 33.899-070, potential security requirements of Key issue #7.4 states that “From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict the next corresponding temporary identifier (i.e. the next temporary identifier of the same subscription)” , where the temporary identifiers include C-RNTI. Therefore, the attacker may combine the PDCP SN with the temporary identifier C-RNTI for one UE. In this case, after handover, the attacker could link C-RNTI1 under gNB1 with C-RNTI2 under gNB2 using the unchanged PDCP SN.
In order to protect from tracking attack, a new interim agreement for PDCP SN shall be involved during gNB handover procedure. For the security solution, we can refer to the companion document S3-171800.
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Detailed proposal
E.7.4 
Questions and interim agreements for key issue #7.4

E.7.4.x
PDCP SN refreshment while handover
E.7.4.x.1
Description of question 
Should the PDCP SN used for PDCP protection be refreshed during handover in Phase 1?
E.7.4.x.2
Interim agreement

Yes. 
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