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Abstract of the contribution: Falling back to legacy radio access technologies can be a significant security risk to a user.  This contribution encourages a discussion on allowing a user, as part of security visibility and configurabilty, to disable legacy access on their UE. 
Summary
RAN security has improved with each new generation of wireless technology to adapt to changing security threats.  Though the security holes are patched in newer technologies, they sometimes remain unchanged in legacy technologies and can become more vulnerable over time as more advanced attack methods are developed.  Since allowing legacy access is nearly universal, UEs remain vulnerable to these attacks when using a legacy technology.  This contribution proposes incorporating a configuration option on the UE that would disable legacy access technologies.  This provides the option of a more secure wireless environment as the user needs it, while still being flexible to use legacy technologies if needed.
As an example of this, consider LTE-equipped UEs using modern networks.  Most LTE UEs also support legacy technologies for backwards compatibility and roaming.  Attackers can use this capability against the user by overpowering legitimate RAN nodes and as such blocking access to the LTE network.  A UE that is prompted to fall back from LTE to a legacy technology is exposed to security risks.  GSM in particular is known to have a notably weak security framework by modern standards.  The following are two of the critical security flaws in GSM that compromise a user’s privacy:

1. The A5/1 and A5/2 encryption algorithms have been shown to be weak and breakable by commodity equipment.  A study published in 2009 presented a pre-computation attack method for breaking A5/1.  Subsequent analysis estimated that this method has a 99% success rate when used on phones associated with the network, and that a full pre-computed cipher book could be calculated in a matter of months and compressed to a manageable storage size.
2. The UE does not authenticate the network which makes it vulnerable to man-in-the-middle (MITM) attacks.  The attacker can force the victim to fall back from 3G or 4G onto the false network by blocking the 3G/4G technologies and providing the strongest GSM signal.  This practice has been demonstrated using commodity equipment and open source software.  A MITM attacker can record traffic and force weak or no encryption.
Because of the above vulnerabitlies, it is important for a UE to have the configuration option of disabling legacy access.  In the context of this example, the user may choose to disable only GSM, or even disable both GSM and UMTS and only use LTE.  Perhaps in the future, a user may want to only access 5G networks and restrict fallback even to LTE.  
MITRE conducted a test to determine whether or not, with a current chipset, it is possible to restrict legacy access by a UE in a persistent way such that it remains in this mode even after rebooting.  The investigation attempted to lock a device to “LTE-only” mode using the operating system and separately by using a third-party software that has direct access to the chipset’s APIs via vendor agreements.  For example, on an Android-based UE that supports LTE, UMTS, GSM, and CDMA networks, a software menu is accessible that can temporarily lock the device to LTE-only mode, but this setting is erased upon rebooting the phone or otherwise restarting the LTE module (e.g., toggling airplane mode).  However, the software that has access to the chipset APIs was able to lock the UE to LTE-only mode in a persistent way, such that even after the device was rebooted and disconnected from the computer that was used to apply the setting, it would still only access an LTE network.
These tests show that current chipsets have the capability to restrict access to legacy technologies.  However, a persistent lock is not usually available to the operating system.  It is our belief that being able to persistently disable legacy access is an important security feature that should be made possible for the operating system.  To support security configurability and visibility, 3GPP should encourage chipset manufacturers to make a handle for this attribute open to use by the operating system so that it can be a configuration option on the UE.
Recommendation

Current chipsets allow for restriction of a UE’s access to legacy technologies.  To support security configurability and visibility, 3GPP should encourage chipset manufacturers to make a handle for this attribute open to use by the operating system, in such way that if the operating system allows, a user or MNO can choose to enable a persistent access restriction.  This can allow a user protection from fall-back attacks that exploit security weaknesses of prior generation technologies.
