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Decision/action requested

It is requested to discuss and add contents for ECIES in TS 33.501's Annex.
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Rationale
Concealing SUPI is arguably one of the most important privacy enhancements in 5G compared to earlier generation of mobile networks. It has been agreed in SA3 that the concealed version of SUPI (proposed to be named SUCI by Ericsson) is generated based on home network's public key, meaning public key or asymmetric cryptography comes into picture. Consequently, there is a need of preferably more than one, but at least one, standardized public key encryption schemes that have properties suitable for this particular use case.
In this contribution, the Elliptic Curve Integrated Encryption Scheme (ECIES) is proposed, the fundamentals of which are also recorded as solution #7.15 in 3GPP TR 33.899. However, the said solution also contains other mechanisms in addition to pure ECIES. Those other mechanisms are not relevant for the current proposal and therefore are not included.
The SECG SEC1 specification [1] may be referred for the description of the ECIES along with the cryptographic primitives that are used in the ECIES. The authors of [2] have summarized the list of functions in the ECIES as specified in more than one standards including ANSI X9.63, ISO/IEC 18033-2, and SECG SEC1. The SECG SEC1 specification [1] and the report from ECRYPT [3] state that the ECIES is secure to be used with key size ≥ 256.
In summary, the reasons for proposing ECIES are:

(a)
It supports probabilistic encryption, i.e., SUCIs generated one after another will be different from each other.

(b)
It is very popular and well-proven. It actually has a formal security proof, see [3, 4]. 
(c)
It uses elliptic curve cryptography (ECC) which is good choice for mobile devices because of:

-
faster computation time (meaning longer battery time); and
-
shorter key size (meaning less radio resource). 
Having said that, even though ECIES is well accepted in security world (e.g., one of enablers for V2X security) and even though there has been offline discussions between some companies about ECIES being the best suit, it is still important to get advice from ETSI SAGE on this matter. 
So a companion draft of outgoing LS is proposed in separate contribution. In order for ETSI SAGE to know what SA3 is proposing, we have proposed brief description of ECIES in the section below. A corresponding editor's note regarding ETSI SAGE is also put at the end of the description.
4
Detailed proposal 
*** BEGIN CHANGES ***
X.3
 
Elliptic Curve Integrated Encryption Scheme (ECIES)

The ECIES scheme shall be implemented such that the UE shall: 
1>
generate 256-bit ECC (elliptic curve cryptography) ephemeral public/private key pair according to the ECC parameters (ECC parameters being provisioned by home network, not in scope of this clause
);
2>
generate a 256-bit ephemeral shared key by using the 256-bit ECC ephemeral private key (of Step 1) and 256-bit ECC public key of the home network (provisioned by home network, not in scope of this clause) as input to a key agreement function;
3>
derive a 256-bit ephemeral master shared key by using the 256-bit ephemeral shared key (from Step 2) as input to a 256-bit key derivation function (this step removes potential weaknesses in the key agreement function of Step 2);
4> truncate the 256-bit ephemeral master shared key (of Step 3) into a 128-bit ephemeral encryption key by taking the 128 least significant bits;
5>
encrypt a 128-bit plain-text block input into a 128-bit cipher-text block by using a 128-bit symmetric encryption function and the 128-bit ephemeral encryption key (of Step 4);
The final output shall be the concatenation of the 128-bit cipher-text block (of Step 2), the 256-bit ECC ephemeral public key (of Step 1) and any other parameters, if applicable. 
NOTE 1:
The reason for mentioning "any other parameter, if applicable" in the final output is that if point compression is used, then depending upon the type of ECC curve, the sender may be required to send an additional sign indication.

NOTE 2:
The UE does not derive a Message Authentication Code (MAC) key and does not generate a MAC tag unlike in a typical ECIES scheme. This is because the threats that the MAC protects against are not relevant in this scenario. The extra benefit of not using MAC tag is that the size of the cipher-text block is also decreased
. 
Editor’s note: Further justification for omitting the MAC should be added.
Similarly, the EICES scheme shall be implemented such that the home network shall:
1>
generate a 256-bit ephemeral shared key by using its 256-bit ECC private key and 256-bit ECC ephemeral public key of the UE (not in scope of this clause) as input to a key agreement function;

2>
derive a 256-bit ephemeral master shared key by using the 256-bit ephemeral shared key (from Step 1) as input to a 256-bit key derivation function (this step removes potential weaknesses in the key agreement function of Step 1);

3> truncate the 256-bit ephemeral master shared key (of Step 2) into a 128-bit ephemeral decryption key by taking the 128 least significant bits;

4>
decrypt a 128-bit cipher-text block input into a 128-bit plain-text block by using a 128-bit symmetric decryption function and the 128-bit ephemeral decryption key (of Step 3);

NOTE 3:
Unlike the UE, the home network does not need to perform key pair generation for each decryption. How often the home network generates new public/private key pair and how the public key is provisioned to the UE are out of the scope of this clause.
NOTE 4:
Similarly as the UE, the home network does not derive a Message Authentication Code (MAC) key and does not verify a MAC tag unlike in a typical ECIES scheme. Reason being the same as in NOTE 2
. 

The Figure X.3-1 illustrates the above mentioned UE's steps.
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Figure X.3-1: Encryption based on ECIES at UE
The Figure X.3-2 illustrates the above mentioned home network's steps.
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Figure X.3-2: Decryption based on ECIES at home network
In this release of the specification, the ECIES scheme shall be implemented such that:
 

-
The key agreement function used in UE's Step 2 and home network's Step 1 shall use Elliptic Curve Diffie-Hellman (ECDH) key agreement protocol.
-
The key derivation function used in UE's Step 3 and home network's Step 2 shall use SHA-256 function.

-
The symmetric encryption/decryption function used in UE's Step 5 and home network's Step 4 shall use 128-bit AES in ECB (Electronic Code Book) mode.

-
If the plain-text block input to the AES encryption is less than 128 bits long, then the plain-text block input shall be extended to 128 bits using a collision resistant padding mechanism
. 
Editor's note: All the schemes, except the "null-scheme", defined in Annex X need feedback from ETSI SAGE. It is FFS if any change is to be made in this clause after getting feedback from ETSI SAGE.

*** END OF CHANGES ***
�Proposing content for sub-clause in �"Annex X (normative): Protection schemes for concealing the subscription permanent identifier". The said Annex is a new proposal in separate Ericsson contribution S3-171778.





This clause should only talk steps and input/output without being bound to which parts of SUPI are concealed (e.g., MSIN) and which are not (e.g., MCC/MNC). Those stuffs (format and generation) should go under dedicated SUCI clause. 





This clause should neither delve into how provisioning is done nor how UE choses to use this particular scheme. Those stuffs should go under dedicated SUCI clause.


To SAGE: �Please advise if we should put some recommendations, e.g., Curve25519.


�To SAGE: Please advise if you suggest otherwise.


�To SAGE: same comment as for NOTE 2.


To SAGE: �Please review the followings and advice, especially the padding scheme.


�To SAGE: Please advise on a suitable mechanism.


�Draft LS is proposed in another Ericsson contribution.
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