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************************ Start of change 1 *********************************
7.3.3.3
Group regrouping security procedure (involving multiple MC domains)

The MCPTT group regroup security procedure (shown below in figure 7.3.3.3-1) involves multiple MC users from multiple MC domains and is an integrated component of the MCPTT group regrouping procedure described in clause 10.2.4.2 of 3GPP TS 23.280 [36].
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Figure 7.3.3.3-1: Group regroup security procedure (multiple MC domains)

Prior to beginning the procedure, the MC UEs, primary GMS and partner GMS are provisioned by a KMS as described in clause 5.3.
1-5:
These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].

6:
To create the security context for the temporary group, the primary GMS creates a new GMK and GMK-ID for the temporary group along with other group related information. 

7,8:
The primary GMS notifies the partner GMS of the group regroup operation. The primary GMS includes a Group Key Transport payload following the procedures in clause 5.7, treating the partner GMS as another user within the group. Accordingly, the payload encrypts the new GMK to the identity of the partner GMS and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated from the partner GMS's URI.

9,10:
These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].
11:
The partner GMS extracts the GMK and GMK-ID from the notification. The partner GMS then notifies the affiliated users within the partner MC domain. The partner GMS re-encrypts the GMK to the identity of the affiliated users in the partner system, generates new GUK-IDs for each user and signs using its identity (the identity of the partner GMS) following the procedure in clause 5.7.

12,13:
These steps are as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].
14:
The primary GMS notifies the affiliated users within its own MC domain. The primary GMS includes a Group Key Transport payload including a GMK and GUK-ID following the procedures in clause 5.7. The GMK is encrypted to the identity of the MC user and is signed using the identity of the primary GMS.
15:

This step is as defined in clause 10.2.4.2 of 3GPP TS 23.280 [36].
************************ End of change 1 *********************************
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