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************************ Start of change 1 *********************************
7.3.4
Broadcast group call 
Broadcast group call is described in clause 10.6.2.5.2 of 23.379 [2] and consists of a group transmission where the initiating user expects no response from the other group members.  When the initiating user’s transmission is complete, the broadcast group communication ends.
The security context for a broadcast group communication is established similar to that of a secure group communication where the GMK associated to the broadcast group shall be converted into the SRTP Master Key/Salt per clause 7.4.2.   Clause 7.5 shall be applied to establish protection of the broadcast group media.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX Group IDs) shall be protected as described in clause 9.3.

Floor control signalling for on-network broadcast group communications shall be protected as described in clause 9.4.6 while floor control signalling for off-network broadcast group communications shall be protected as described in clause 7.4.2.

7.3.5
Group-broadcast group call

Group-broadcast group call is described in clause 10.6.2.5.2.1 of 23.379 [2] and consists of a group transmission to a set of groups rather than to a set of users.  Like a broadcast group communication, the initiating user expects no response from the target groups.  When the initiating user’s transmission is complete, the group-broadcast group communication ends.
The security context for a group-broadcast group communication is similar to that of a secure group communication, i.e. the group-broadcast group ID is predefined and assigned a GMK.  The GMK associated to the group-broadcast group shall be converted into the SRTP Master Key/Salt per clause 7.4.2.   Clause 7.5 shall be applied to establish protection of the group-broadcast group media.

When required by the MCX operator, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX Group IDs) shall be protected as described in clause 9.3.

Floor control signalling for on-network group-broadcast group communications shall be protected as described in clause 9.4.6 while floor control signalling for off-network group-broadcast group communications shall be protected as described in clause 7.4.2.

7.3.6
Emergency group call
An emergency group call is described in clause 10.6.2.6.1 of 23.379 [2] and consists of a group communication where the priority of the transmission or group is set to an emergency status.  An existing group call may be elevated to an emergency status or a separate designated emergency group may be used.
When an existing group call is elevated to emergency status, there is no change to the ongoing security context for that group.  Media protection, floor control protection, and application signalling protection continue to use the existing keys and mechanisms that were in place prior to elevating the group to emergency status. 
When a designated emergency group is used and the user intiates an emergency call, the emergency group is established and a new security context is set up (assuming the emergency group is not already active).
For either case, the security for an emergency group call uses group communication mechanisms where a GMK associated with the emergency group is distributed to the affiliated members per clause 5.7.  The GMK is used to encrypt the media for on-network and off-network, unicast or multicast, emergency group communications.  The GMK shall be converted into the SRTP master key and master salt as described in clause 7.4.2 and the emergency group media shall be encrypted using the SRTP master key and master salt as defined in clause 7.5.1.

For either case, floor control signalling for a on-network and off-network emergency group communication shall be protected as described in clause 9.4.

For either case, when required by the MCX service provider, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX Group IDs) shall be protected as described in clause 9.3.

7.3.7
Imminent peril group call

An imminent peril group call is described in clause 10.6.2.6.2 of 23.379 [2] and consists of a group communication where the priority of the transmission is elevated to imminent peril status.  The imminent peril transmission may be sent within an existing group call or alternatively a separate designated imminent peril group may be used.
When an imminent peril transmission is sent on an existing group call, there is no change to the ongoing security context for that group.  Media protection, floor control protection, and application signalling protection continue to use the existing keys and mechanisms that were in place prior to the imminent peril transmission.
When a designated imminent peril group is used and the user initiates an imminent peril transmission, the imminent peril group is established and a new security context is set up (assuming the imminent peril group is not already active).

For either case, the security for an imminent peril group call uses group communication mechanisms where a GMK associated with the existing or imminent peril group is distributed to the affiliated members per clause 5.7.  The GMK is subsequently used to encrypt the media for on-network and off-network, unicast or multicast, imminent peril group communications.  The GMK shall be converted into the SRTP master key and master salt as described in clause 7.4.2 and the imminent peril group media shall be encrypted using the SRTP master key and master salt as defined in clause 7.5.1.

For either case, floor control signalling for an on-network and off-network imminent peril group communication shall be protected as described in clause 9.4.
For either case, when required by the MCX service provider, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX Group IDs) shall be protected as described in clause 9.3.

7.3.8
Emergency Alert

An emergency alert is described in clause 10.6.2.6.3 of 23.379 [2] and consists of a group communication where at least one user has issued an emergency alert indication, elevating that user to an emergency state.  A transmission by a user while in the emergency state has elevated priority and may be sent within an existing group call or alternatively a separate designated emergency group.
When an existing group call is used as the emergency group, there is no change to the ongoing security context for that group.  Media protection, floor control protection, and application signalling protection continue to use the existing keys and mechanisms that were in place prior to the emergency alert.

When a designated emergency group is used and the user intiates an emergency alert and transmission, the assigned emergency group is established and a new security context is set up (assuming the emergency group is not already active).

For either case, the security for an emergency alert issued emergency group call uses group communication mechanisms where a GMK associated with the emergency group is distributed to the affiliated members per clause 5.7.  The GMK is used to encrypt the media for on-network and off-network, unicast or multicast, emergency group communications.  The GMK shall be converted into the SRTP master key and master salt as described in clause 7.4.2 and the emergency group media shall be encrypted using the SRTP master key and master salt as defined in clause 7.5.1.

For either case, floor control signalling for an on-network and off-network emergency group communication shall be protected as described in clause 9.4.

For either case, when required by the MCX service provider, sensitive application signalling parameters (e.g. MCX Service User IDs and MCX Group IDs) shall be protected as described in clause 9.3.

************************ End of change 1 *********************************
