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1
Decision/action requested

SA3 is kindly requested to accept this pCR into the TR 33.843 [1].
2
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3
Rationale

In this pCR a number of solutions is contained that all address a different version of service continuity according to the key issue in [2]. All solutions have an A and B version, in which the A version works with existing keys and the B version introduces a new key which is meant especially for relaying.
The advantage of the A version is that it requires very few changes. The advantage of the B version is that it saves signalling to the eRemote-UE because it does not have to be aware of the handover because it ‘talks’ to the eRelay-UE. The reason for introducing both is that it will allow SA3 to evaluate both options and (also based on SA2 and RAN decisions) pick the version that fits best.
4
Detailed proposal
*** First Change ***
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*** End of First Change ***
*** Second Change ***
6.SC1
Solution #SC1: Path Switch of direct to indirect 3GPP Communication and vice versa
6.SC1.1
Introduction  
This solution addresses key issue #SC. In particular, it deals with the security of the switch from direct to indirect 3GPP Communication by the eRemote-UE. In this solution, it is assumed that the eRemote-UE is in RRC Active state. The following scenarios are considered:
1.
The eRemote-UE switches path between indirect and direct 3GPP communication under the same eNB;
2.
The eRemote-UE switches path between indirect and direct 3GPP communication under different eNBs.
6.SC1.2
Solution details  
6.SC1.2.1
eRemote-UE path switch under the same eNB
6.SC1.2.1.1
Preconditions
For the switch from direct to indirect, the following preconditions apply:
-
The eRemote-UE has discovered an eRelay-UE;

-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network does not initiate a handover procedure for the eRemote-UE.
For the switch from indirect to direct, the following preconditions apply:

-
A path switch request has been initiated by either the network or the eRemote-UE;

-
The network has determined that the eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network does not initiate a handover procedure for the eRemote-UE.
NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message, as is distinguished in TR 23.733 [3].
6.SC1.2.1.2
Solution Variant a): Without special relay key
When switching from direct to indirect 3GPP communication, the eNB and the UE continue to use the keys that are in use. This does not preclude that the eNB and UE do not refresh the key due to triggers defined in TS 33.401 [5].
When switching from indirect to direct 3GPP communication, the eNB and the UE continue to use the keys that are in use. This does not preclude that the eNB and UE do not refresh the key due to triggers defined in TS 33.401 [5].
The NCC value is not incremented when doing any of these path switches, and the COUNT value continues to be used as normal.
6.SC1.2.1.3
Solution Variant b): With special relay key
When switching from direct to indirect 3GPP communcation, the eNB and the UE derive a new key, specifically meant for relayed communication from keNB that was in use before. The relay key is derived as follows (notation according to Forsberg et al. [xx]):

keNB_REAR = KDF(keNB, input string)

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;
-
A nonce provided by the eNB in the handover command;
-
A nonce provided by the UE in the path switch request;
-
A static string, e.g. "REAR".
Editor’s Note: the exact contents of the input string are FFS and depends on what the relay key is bound to.
In the process, the NCC counter is not incremented and the COUNT value is reset.

When switching from indirect to direct 3GPP communication, the eNB and the UE derive a fresh keNB* according to the X2-handover procedure:

KeNB* = KDF(KeNB_REAR, PCI, EARFCN-DL).
6.SC1.2.2
eRemote-UE Mobility under a different eNB

6.SC1.2.2.1
Preconditions

For the switch from direct to indirect, the following preconditions apply:

-
The eRemote-UE has discovered an eRelay-UE;

-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the eRelay-UE and the eRemote-UE are served by different eNBs;

-
The network has initiated a handover procedure for the eRemote-UE.
For the switch from indirect to direct, the following preconditions apply:
-
A path switch from indirect to direct has been initiated by the network or the eRemote-UE;

-
The network has determined that the eRelay-UE will be served by a different eNB;

-
The network has initiated a handover procedure for the eRemote-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message as is defined in TS 23.733 [3].
6.SC1.2.2.2
Solution Variant a): Without special relay key
When switching from direct to indirect 3GPP communication or vice versa, the eNB and the UE derive the keNB* according to the mechanism specified in TS 33.401 [5]. These derivations can be notated as follows: 
KeNB* = KDF(KeNB, PCI, EARFCN-DL) in case of a horizontal handover
KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover
6.SC1.2.2.3
Solution Variant b): With special relay key
When switching from direct to indirect 3GPP communication, the eNB and the UE derive a new key, specifically meant for relayed communication from keNB that was in use before. The relay key is derived as follows:

KeNB_REAR = KDF(KeNB, input string) in case of a horizontal handover

KeNB_REAR = KDF(NHNCC, input string) in case of a vertical handover

where the subscript “eNB_REAR” indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;
-
A nonce provided by the UE in the path switch request
-
A static string “REAR”.

Editor’s Note: the exact contents of the input string are FFS and depends on what the relay key is bound to.
In case of a vertical handover, the NCC value is increased. In either case, the COUNT value is reset.
When switching from indirect to direct 3GPP communication, the eNB and the UE derive a fresh keNB* either according to the X2 or S1 handover procedure, namely

KeNB* = KDF(KeNB_REAR, PCI, EARFCN-DL) in case of a horizontal handover;

KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover.

The NCC value and COUNT values are handled according to TS 33.401 [5].
6.SC1.3
Evaluation
*** End of Second Change ***
*** Third Change ***
6.SC2
Solution #SC2: Handover of eRemote-UE from one eRelay to another
6.SC2.1
Introduction
This solution addresses key issue #SC. In particular, it deals with the handling of the security context of the eRemote-UE in case of a handover from one eRelay-UE to another eRelay-UE. In this solution, it is assumed that the eRemote-UE is in RRC Active state. The following scenarios are considered:

1.
The eRemote-UE is handed over from one eRelay-UE to another eRelay-UE that are under the same eNB;

2.
The eRemote-UE is handed over from one eRelay-UE to another eRelay-UE which are under different eNBs.
6.SC2.2
Solution details  

6.SC2.2.1
Handover under the same eNB

6.SC2.2.1.1
Preconditions

For the handover from one eRelay-UE to another, the following preconditions apply:

-
The eRemote-UE has discovered a new target eRelay-UE;

-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the target eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network does not initiate a handover procedure for the eRemote-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message, as is distinguished in TR 23.733 [3].
6.SC2.2.1.2
Solution Variant a): Without special relay key
In this solution variant, the eNB and the UE continue to use the keys that are in use. This does not preclude that the eNB and UE do not refresh the key due to triggers defined in TS 33.401 [5].

The NCC value is not incremented when doing the handover from the source eRelay-UE to the target eRelay-UE, and the COUNT value continues to be used as normal.
6.SC2.2.1.3
Solution Variant b): With special relay key
In this solution variant, the eNB and the UE may derive a new relay key or not. In case the network decides that no new keys are necessary, the eNB indicates that in the path switch command message and the UE and eNB continue to use the same keys as is described in solution variant a) in the above clause 6.SC2.2.1.2.

In case the network decides that a fresh key is necessary, the eNB and the UE derive a fresh  keNB_REAR* from keNB_REAR. This relay key is derived as follows (notation according to Forsberg et al. [xx]):

keNB_REAR* = KDF(keNB_REAR, input string)

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request;

-
A static string, e.g. "REAR".

Editor’s Note: the exact contents of the input string are FFS and depends on what the relay key is bound to.

In the process, the NCC counter is not incremented and the COUNT value is reset.

6.SC2.2.2
Handover under a different eNB

6.SC2.2.2.1
Preconditions

For the handover from one eRelay-UE to another, the following preconditions apply:
-
The eRemote-UE has discovered a new target eRelay-UE;
-
The eRemote-UE has sent a path switch request to the network;

-
The network has determined that the target eRelay-UE and the eRemote-UE are served by different eNBs;

-
The network has initiated a handover procedure for the eRemote-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message as is defined in TS 23.733 [3].
6.SC2.2.2.2
Solution Variant a): Without special relay key
When handing over the eRemote-UE from one eRelay-UE to another eRelay-UE that is served by a different eNB, the eNB and the UE derive a fresh keNB* according to the mechanism specified in TS 33.401 [5]. These derivations can be notated as follows: 

KeNB* = KDF(KeNB, PCI, EARFCN-DL) in case of a horizontal handover;
KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover.
6.SC2.2.2.3
Solution Variant b): With special relay key
In this solution variant, the eNB and the UE may derive a fresh relay key or not. The network may only decide not to derive a fresh key in case the handover is a horizontal handover (in a vertical handover, a fresh relay key should always be derived). In case the network decides that no new keys are necessary, the eNB indicates that in the path switch command message and the UE continues to use the same relay key. The source eNB then provides the target eNB with the keNB_REAR.
In case the network decides that a new relay key is necessary, i.e. the handover is a vertical handover or the network deems the previous key too old, the eNB and the UE derive a fresh key keNB_REAR* from the keNB_REAR or NHNCC that was in use before. The relay key is derived as follows:

KeNB_REAR* = KDF(KeNB_REAR, input string) in case of a horizontal handover

KeNB_REAR* = KDF(NHNCC, input string) in case of a vertical handover

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemote-UE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request

-
A static string "REAR".

Editor’s Note: the exact contents of the input string are FFS and depends on what the relay key is bound to.
6.SC2.3
Evaluation
*** End of Third Change ***
*** Fourth Change ***
6.SC3
Solution #SC3: Handover of eRelay-UE
6.SC3.1
Introduction

This solution addresses key issue #SC. In particular, it deals with the handling of the security context of the eRemote-UE in case of a handover of a eRelay-UE from one eNB to another. In this solution, it is assumed that the eRemote-UE is in RRC Active state and that the eRemote-UE continues to use the same eRelay-UE.
6.SC3.2
Solution details  

6.SC3.2.1
Handover of the eRelay-UE
6.SC3.2.1.1
Preconditions

For the handover of a eRelay-UE to another eNB, the following preconditions apply:

-
The network has determined that the target eRelay-UE and the eRemote-UE are served by the same eNB;

-
The network has initiated a handover procedure for the eRelay-UE.

NOTE: 
For this solution it is irrelevant whether the path switch was requested using a NAS or AS message, as is distinguished in TR 23.733 [3].
6.SC3.2.1.2
Solution Variant a): Without special relay key
When handing over the eRelay-UE from one eNB to another eNB, new keys should be derived for all eRemote-UEs connected through that specific eRelay-UE. The affected eRemote-UEs and the target eNB should derive a fresh keNB* according to the mechanism specified in TS 33.401 [5]. These derivations can be notated as follows (notation according to Forsberg et al. [xx]): 

KeNB* = KDF(KeNB, PCI, EARFCN-DL) in case of a horizontal handover;

KeNB* = KDF(NHNCC, PCI, EARFCN-DL) in case of a vertical handover.

6.SC3.2.1.3
Solution Variant b): With special relay key
In this solution variant, the eNB and the eRemote-UE may derive a new relay key or not. The network may decide to do so in case of a horizontal over. In case of a vertical handover a new key should be derived.

When a an eRelay-UE is handed over from a source eNB to a target eNB and the handover is an X2 handover, the network may decide that no new keys are necessary. In this case, there will not be any communication between the source eNB and the eRemote-UE(s) that are being handed over simultaneously with the eRelay-UE. Effectively, the eRemote-UE is unaware of the handover. In the network, the source eNB will initiate a normal X2 handover procedure for the eRelay-UE and when this handover takes place, the source eNB will provide the target eNB with the security contexts of the eRemote-UEs that are connected to the eRelay-UE.
In case the network decides that a fresh key is necessary, the eNB and all the eRemote-UE(s) that are connected through the eRelay-UE that is handed over derive a fresh  keNB_REAR* from keNB_REAR. This relay key is derived as follows:

keNB_REAR* = KDF(keNB_REAR, input string)

where the subscript "eNB_REAR" indicates that the key has the same function as a regular keNB and that it is only used for the derivation of keys (KRRCenc, KRRCint, KUP) meant to protect traffic that is relayed through an eRemoteUE. The input string could contain:

-
The eRelay-UE identifier used in the path switch request;

-
The channel identifier;

-
A nonce provided by the eNB in the handover command;

-
A nonce provided by the UE in the path switch request;

-
A static string, e.g. "REAR".

Editor’s Note: the exact contents of the input string are FFS and depends on what the relay key is bound to.

6.SC3.3
Evaluation
*** End of Fourth Change ***
