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1
Decision/action requested

SA3 is kindly requested to accept the below KI into the TR 33.843 [1].
2
References

[1]
3GPP TR 33.843 Study on security Architecture Enhancements to ProSe UE-to-Network Relay
3
Rationale

Service continuity of eRelays is one of the aspects of the REAR study item in SA2. This pCR introduces the key issue about how to handle the security context for different handover scenarios.
4
Detailed proposal

*** Beginning of Changes ***
5.SC
Key Issue #SC: Security of Service Continuity
5.SC.1
Issue detail
The requirement of service continuity for an eRemote-UE results in a number of handover scenarios that need to be studied:

-
Handover between indirect mode and direct mode and vice versa: 


[image: image1]
Figure 5.SC.1-1: Handover between direct and indirect mode

-
Handover of the eRemote-UE from one eRelay-UE to another eRelay-UE;
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Figure 5.SC.1-2: Handover between two eRelay-UEs

-
Handover of (a set of) eRemote-UE(s) when an eRelay-UE is handed over between eNodeBs.


[image: image3]
Figure 5.SC.1-3: Handover over an eRelay-UE

The following clauses discuss the potential security issues with each handover.

5.SC.1.1
Handover between indirect and direct mode and vice versa

5.SC.1.1.1
Handover from direct mode to indirect mode

When a eRemote-UE switches from direct mode to indirect mode, it may either connect to an eRelay-UE that is connected to the same eNB as the eRemote UE was initially connected to, or it may connect to an eRelay-UE that is connected to a different eNB than it was initially connected to. Said differently, the switch from direct mode to indirect mode may also mean that the endpoint of the PDCP layer is changed in the process.

The questions to be addressed are how and whether this type of handover is managed from a security point of view, more specifically:

-
Whether new keys need to be derived; 

-
How inputs for the key derivation function are shared between the eNB and the eRemote-UE;

-
How the target eNB obtains the old key.

5.SC.1.1.2
Handover from indirect mode to direct mode

When a eRemote-UE switches from indirect mode to direct mode, it may encounter the situation that the eNB that is connects to is different from the one that it was connected to through the eRelay-UE, which means that the PDCP endpoint may change in the process.

The questions to be addressed are how and whether this type of handover is managed from a security point of view, more specifically:

-
Whether new keys need to be derived; 

-
How inputs for the key derivation function are shared between the eNB and the eRemote-UE;

-
How the target eNB obtains the old key;
5.SC.1.2
Handover between eRelay-UEs

When a eRemote-UE switches between eRelay-UEs, the PDCP endpoint may or may not change. Similarly to the case with the handover between direct and indirect mode, the questions to be addressed are how and whether this type of handover is managed from a security point of view, more specifically:

-
Whether new keys need to be derived; 

-
How inputs for the key derivation function are shared between the eNB and the eRemote-UE;

-
How the target eNB obtains the old key.

5.SC.1.3
Handover of eRelay-UEs

When an eRelay-UE is handed over from one eNB to another, the PDCP endpoints of all of the eRemote-UEs will also change. Effectively, the handover of one eRelay-UE may therefore cause a simultaneous handover of a (set of) eRemote-UE(s). The questions to be addressed are how and whether this type of handover is managed from a security point of view, more specifically:

-
Whether new keys need to be derived; 

-
How inputs for the key derivation function are shared between the eNB and the eRemote- UE;

-
How the target eNB obtains the old key;

-
How the eNB can handle the load of multiple handovers at the same time.
5.SC.2 
Security threats
The security threats due to lack of key freshness and a compromise of a single eNB include:
-
Eavesdropping of user and signalling plane data;

-
Manipulation of user and signalling plane data;

-
Insertion of user and signalling plane data;

-
Unauthorized usage of connection;

-
Denial of service on the eRemote-UE.

The security threats due to improper key derivations during handover include:

-
Denial of service on the eRemote-UE.

The security threats due to handing a large set of eRemote-UEs over at the same time include:

-
Overload at the eNB.
5.SC.3
 Potential security requirements
The change of the eRemote-UE's PDCP endpoint due to a handover of the eRelay-UE, due to the switching between direct and indirect mode, or the switching between eRemote-UEs:
-
should have the capability to provide forward and backward security (comparable to what is defined in TS 33.401 [5]) with respect to the access network;

-
should guarantee service continuity;

-
should trade-off signalling load and security.

*** End of Changes ***
eRemote UE





eRelay UE1





eNB1





eRemote UE





eRelay UE2





eNB1





eRelay UE1





eRemote UE





eNB1





eRelay UE1





eNB2








