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1
Decision/action requested

SA3 is kindly requested to accept below changes into the TR 33.843.
2
References

[1]
3GPP TR 23.733 Study on Architecture Enhancements to ProSe UE-to-Network Relay
3
Rationale

Key Issue #3 contains an Editor’s Note saying that it should be aligned with SA2 procedures for REAR. In this pCR we align the two and improve the key issue details so that it covers the cases that are in scope of SA2 procedures.

3.1
Background
TR 23.733 [1] contains 10 solutions where identifiers are exchanged for the purpose of setting up or switching to the indirect connection. To be precise, these are the solutions (ordered according to the Key Issues in TR 23.733):

-
KI#1 - Solution 2, clause 6.1.2.1.3.1-3: the eRelay-UE provides it's GUTI to the eRemote-UE as part of the discovery procedure. The eRemote-UE includes the GUTI of the eRelay-UE in a NAS message (attach request, TAU request and Service request) sent via the eRelay-UE;

-
KI#1 - Solution 3, clause 6.1.3.1.2/3: the eRemote-UE provides it's GUTI or IMSI to the eRelay-UE in a Communication Request message over PC-5;

-
KI#1 - Solution 5, clause 6.1.5.1.2: the eRemote-UE provides it's GUTI or S-TMSI to the eRemote-UE in a 'Remote UE NAS Request' that is sent from the eRemote-UE to the network via the eRelay UE – this solution is the one that SA2 ‘recommends to select’ for KI #1.
-
KI#1 - Solution 6, clause 6.1.6.1.4.2/3: the eRemote-UE sends a NAS message (initial attach, TAU Request, service request) containing either the GUTI or IMSI via the eRelay-UE to the network;

-
KI#3 - Solution 1, clause 6.3.1.1: the eRemote-UE sends a NAS Service Request containing the eRemote S-TMSI or GUTI to the network via the eRelay-UE;

-
KI#3 - Solution 2, clause 6.3.2.1.2: the eRemote-UE sends it's eRemote-UE ID (eProSe Discovery UE ID) in a communication request message to the eRelay-UE;

-
KI#3 - Solution 2, clause 6.3.2.1.2: the eRemote-UE may performs an attach via the eRelay-UE;

-
KI#5 - Solution 1, clause 6.5.1.1: the eRelay-UE provides it's GUTI to the eRemote-UE. The eRemote-UE includes the GUTI of the eRelay-UE in a NAS message (attach request, TAU request and Service request) sent via the eRelay-UE;

-
KI#5 - Solution 2, clause 6.5.2.1: the eRelay-UE provides it's C-RNTI and Cell ID of the cell it is connected to the eRemote-UE. The eRemote-UE includes this information in a RRC message sent to the network via the eRelay-UE;

-
KI#5 - Solution 3, clause 6.5.2.1: the eRelay-UE provides the Cell ID of the cell it is connected to the eRemote-UE. The eRemote-UE includes it's C-RNTI in a RRC message sent to the network via the eRelay-UE;

In addition, there are two more solutions that address paging of the eRemote-UE:

-
KI#6 - Solution 1, clause 6.6.1.1.4: A note saying that IMSI based paging is up to SA3 to decide whether that is desirable. Otherwise, GUTI and S-TMSI are shared with the eRelay-UE by the eRemote-UE;

-
KI#6 - Solution 2, clause 6.6.2.1.1: The eRemote-UE sends its DRX/eDRX, IMSI and S-TMSI to the eRelay-UE and an Editor’s Note saying that it is up to SA3 to decide whether sharing the IMSI is acceptable.
Consequently, depending on the solutions chosen, the eRelay-UE and eRemote-UE exchange the following identifiers:
-
GUTI, S-TMSI;

-
IMSI;

-
C-RNTI;

-
eProSe Discovery ID;

Of these identifiers, all except the IMSI are ‘privacy protected’ by their temporary nature and these are meant to be used in cleartext over air interfaces. Usage of the IMSI over the air interface is generally to be avoided and therefore it is recommended to only study the cases where the IMSI is sent. In the solutions described above, it can only happen that the eRemote-UE sends the IMSI to the eRelay-UE and not the other way around. It is therefore recommended to only look at those cases where the eRemote-UE sends the IMSI to the eRelay-UE, namely, initial attach of the eRemote-UE via the eRelay-UE, an identity request of the network, and the solutions for KI#6.
3.2
Summary and analysis

In summary, the following cases have been identified where the eRelay-UE can learn the IMSI of the eRemote-UE:
-
When an initial attach is performed by the eRemote-UE via the eRelay-UE;

-
When the TAU Request, NAS Service Request or attach results in an error from the network resulting in an ‘identity request’ message from the network where this message from the network can be forged by the eRelay-UE;

-
When the eRelay-UE has to monitor for IMSI paging for the eRemote-UE.

The first two cases can be prevented by requiring that the eRemote-UE shall never sent its IMSI in cleartext to the network via the eRelay-UE. The last is more difficult because for battery efficiency reasons, it may be beneficial for the eRemote-UE to allow the eRelay-UE to listing to IMSI pages on its behalf. However, since it is unclear what it would mean if the eRemote-UE would not support IMSI paging and it is yet unclear whether some trust scenarios exist where this might be possible. Further study of this requirement is therefore recommended.
It is therefore proposed to adapt the key issue to include these cases and to adapt the potential security requirements to read:
· The IMSI of the eRemote-UE shall never be sent to the network via the eRelay-UE in clear text;

· The IMSI of the eRemote-UE shall not be shared with the eRelay-UE for IMSI paging.
And one Editor’s Note that captures that potential trust scenarios have to be studied further.
4
Detailed proposal

*** Beginning of Changes ***
5.3
Key Issue #3: IMSI Privacy of eRemote-UE

5.3.1
Introduction

TR 23.733 [3] contains a number of solutions where the IMSI may be sent from the eRemote-UE to the eRelay-UE either as a result of the connection setup or for allowing the eRelay-UE to listen to paging messages on behalf of the eRemote-UE. This key issue deals with potential privacy issues of these identifiers.
5.3.2
Key Issue Details
In order to establish bearers to the network via an eRelay-UE, an eRemote-UE may have to perform an attach, TAU, or handover procedure. As a result, the eRemote-UE and eRelay-UE will have to share identifiers in order to let the network identify the two UEs involved in the indirect communication. Additionally, the eRemote-UE may share its IMSI with the eRelay-UE after connection setup in order to allow the eRelay-UE to forward paging messages. Depending on the identifier used, revealing these may constitute a privacy problem.
The TR 23.733 contains 10 solutions where identifiers are exchanged for the purpose of setting up or switching to the indirect connection. In addition, TR 23.733 contains one solution for paging. Depending on the solution, the identifiers that are exchanged (or sent via eRemote or eRelay-UE) are the following:
-
GUTI, S-TMSI;

-
IMSI;
-
C-RNTI;

-
eProSe Discovery ID;

Of these identifiers, the GUTI, S-TMSI, C-RNTI and eProSe Discovery ID are meant to be sent in the clear and have a temporary nature. The IMSI, however, is not meant to be revealed and may have to be protected. The IMSI is sent from the eRemote-UE to the eRelay-UE the following cases:

1.
When the eRemote-UE performs an initial attach via the eRelay-UE; 

2.
When a TAU, NAS Service Request, or GUTI attach results in an error from the network and an identity request;

3.
When the eRemote-UE and eRelay-UE have set up a connection and the IMSI is forwarded to the eRelay-UE to enable IMSI-paging for the eRemote-UE.
It should be noted that the case 2 can also be done by a malicious eRelay-UE. Furthermore, the case 3 describes the situation where the eRelay-UE and the eRemote-UE have already established a connection and the eRemote-UE forwards its IMSI to the eRelay-UE so that it can listen to paging messages on its behalf.
Concluding, some procedures and functionality may require that the eRemote-UE may send its IMSI to the eRelay-UE which may constitute a privacy problem.

5.3.3
Security Threats

Revealing the eRemote-UE's IMSI to the eRelay-UE is a breach of the user’s privacy.

5.3.4 Potential Security Requirements
· The IMSI of the eRemote-UE shall never be sent to the network via the eRelay-UE in clear text;
· The IMSI of the eRemote-UE shall not be shared with the eRelay-UE for IMSI paging.
· Editor’s Note: It is FFS whether a scenario exists where there is sufficient trust between the eRemote-UE and eRelay-UE to allow sharing of the IMSI.
*** End of Changes ***
