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1. Overall Description:

In SA3#88Bis, a contribution (S3-172418) was presented as a discussion document to SA3 on end-to-end encryption for mission critical communications between LMR and MC 3GPP users. The contribution proposed the use of SDS as the primary interworking key management solution and introduced undefined LMR functionality into 3GPP UEs. The solution described within S3-172418 is referred to as 'LMRe2e' in this LS.  
SA3 understands the need to support secure communications between LMR and 3GPP users and has discussed LMRe2e. SA3 welcomed the contribution and would like to request that both this and further security solutions on this subject are proposed to SA3 to allow a detailed security discussion in TR 33.880 and to allow SA3 to select an appropriate security solution for specification. 
Furthermore, in the general case, SA3 would like to note that it is unable to select a security solution for specification without seeing the full details of any solution (e.g. key management, algorithms, key sizes). In some exceptional cases, private algorithms have been allowed in constrained circumstances where the scope of impact of a flaw in the algorithm is limited (e.g. network authentication).

SA3 has not performed a detailed analysis of the solution, but while discussing LMRe2e, SA3 highlighted significant security concerns: the impact of introducing LMRe2e on the security properties of the Mission Critical System, the impact of downgrade attacks should LMRe2e contain security flaws (now or in the future), the impact of LMRe2e on the PLMN network (and vice-versa), and the security impact of LMRe2e on Rel-14 and earlier handsets. To allow these issues to be resolved, a detailed discussion of security options is required within SA3. 
SA3 notes that SA6 has introduced the term 'E2EE' (End-to-end encryption of an interworking call) within TS 23.283, including key management requirements, a private call parameter and some limited call flow support for E2EE. At the present time, no such E2EE functionality has been proposed for inclusion in SA3's Rel-15 TR or TS, and consequently, no E2EE solution exists within the 3GPP MC System.
SA3 would like to highlight the limited time remaining within Rel-15 to complete Stage 2 work on E2EE. SA3 requests that SA6 provides details on E2EE and, in particular, whether it is a Rel-15 feature. If so, SA3 requests that SA6 provides an interworking architecture providing a functional model for E2EE so that SA3 can begin security work on this topic. 
2. Actions:

To SA6 group.

ACTION: 
SA3 asks SA6 group to clarify whether E2EE is a Rel-15 feature, and if so, to provide a functional model for E2EE.
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