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Decision/action requested

Decision on the location to calculate the SUCI in the UE.
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Rationale

At the last SA3 meeting, SA3 approved requirements in the scope of subscriber privacy for 5G phase 1, confer clause 5.1.5 of 3GPP TS 33.501 [1]. 3GPP TS 33.501 [1] requires that the HN public key used to generate the SUCI shall be stored on a tamper resistant secure hardware component. But, it is FFS where the calculation of the SUCI should take place. 

In order to determine where the SUCI calculation should take place, criteria of evaluation are proposed below:

Choice of the protection scheme

In case of calculation of the SUCI in the ME, there is the need to define standard solution(s) for the protection scheme to ensure that the protection schemes in the ME and in the home network are identical in order to successfully decrypt the SUPI in the home network. 

Calculation of the SUCI in the tamper resistant secure hardware component enables the operator to choose and implement the protection scheme they are interested in since the encryption and decryption of the SUPI take place only in the tamper resistant secure hardware component and Home Network. The choice of the protection scheme for SUPI protection would be similar to the choice of the algorithm for subscriber authentication (Milenage or Tuak or proprietary algorithm for AKA authentication). 

Security

The storage of the HN public key and its usage in the tamper resistant secure hardware component ensure that the value of the HN public key is not modified and SUCI calculation is not altered. Tamper resistant secure hardware component offers higher security level than baseband to perform sensitive computations. Baseband is subject to attacks due to presence of baseband vulnerabilities, e.g. [2] and [3].With SUCI calculation in the tamper resistant secure hardware component, the SUPI and the HN public key are not revealed to the ME. 
GDPR roles 

GDPR (General Data Protection Regulation) [4] that will apply in Europe defines several roles, these include the data controller and the data processor. GDPR places obligations on data processors and data controllers and makes the data processors and data controllers jointly liable. 

In the scope of 3GPP subscriber privacy, the home operator plays the role of the data controller and the entities in charge of the SUPI calculation play the role of the data processor. 

In case of SUCI calculation in the ME, the ME would become a data processor while the ME is not under the control of the operator. The home operator (data controller) would have to establish data processing agreements with all ME vendors to ensure that MEs processing the SUPI are GDPR compliant.

In case of SUCI calculation in the tamper resistant secure hardware component, the tamper resistant secure hardware component with the subscription is already under the control of the home network with a contract between the home operator and the corresponding smart card vendor. 

Additionnally, according to GDPR Personal Data should be processed in  a  manner that  ensures appropriate  security  of  the  personal data,  including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’). 

Consequently, the personal data should be handled/processed on a “need to know” basis. Sending the SUPI when the ME does not need to know it creates a risk of disclosure and misuse of the personal data, which conflicts with GDPR  

Conclusion
Calculation of the SUCI should be performed in the tamper resistant secure hardware component. 

4
Detailed proposal

(It is proposed that SA3 review and approve the following pseudo-CR to TS 33.501.

*** START of 1st CHANGE ***

5.1.5
Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

UE shall support 5G-GUTI.

SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The home network public key shall be stored on the tamper resistant secure hardware component. If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial attach procedure is not provided.

Editor's note: Whether the ME will choose the "null-scheme" if the tamper resistant secure hardware component does not include the home network public key is FFS. For example, whether the ME will choose the "null-scheme" if the public key is not stored in the USIM. 

Editor's note: It is FFS how the UE can connect to 5G network without concealing the SUPI. 


The calculation of the SUCI using the home network public key shall be executed in the tamper resistant secure hardware component. 

Provisioning, and updating the home network public key shall be in the control of the home network. 

NOTE:
The provisioning and updating of the home network public key may be implemented using e.g. the Over the Air (OTA) mechanism. The provisioning and updating of the home network public key is out of the scope of the present specification.

*** END of 1st CHANGE ***
