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1
Decision/action requested

Add and Editor’s Note to TS 33.501 clause 6.1.3 “Authentication procedures” about how to handle different AKA versions in interworking and migration scenarios.
2
References

[1]
3GPP TS 33.501 V0.3.0 (2017-08).
3
Rationale

Different versions of AKA (including EAP-AKA', EPS AKA, etc.) may be run in 5G system migration and interworking scenarios, where core network, RAN and UE may be from different generations of 3GPP technology. In some cases this could lead to potential vulnerabilities (because of differences between versions of AKA).
In the next section some potential vulnerabilities are described, and an initial analysis of possible solutions is provided.
In order to get the work forward, we propose to add Editor’s Note about this topic in TS 33.501.

4
Detailed proposal

Figure 1 schematically illustrates a vPLMN that includes both EPC and 5G Core Network. The EPC and 5G CN in vPLMN can be accessed via an EUTRAN node and/or 5G RAN node. The different access node options in the figure are based on the desciptions in TR 38.801 V14.0.0 clause 7.2.The dashed line between EPC and 5G CN is an optional N26 interface (see TS 23.501-130 Fig. 4.3.2-1).
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Figure 1: schematic illustration of the network in attack scenarios.
Let us consider a solution where the type of AKA is determined based on the NAS signaling type (e.g., “if 5G NAS then 5G AKA; if EPC NAS, then EPS AKA”), In this case, we have the difficulty that the hPLMN does not know for sure the RAT type that the UE has actually used. This may leave room for the following attacks.
Attack 0 (“UE not present”): The EPC of vPLMN claims that UE was connected to the network, while actually the UE was not. 

Potential countermeasure: extend EPS AKA to protect against this attack. But this would require an update of EPC, e.g., using the mechanisms described in S3-171802.
Attack 1 5G core network in the vPLMN of the attacker claims that the UE has used 5G RAN (e.g., for eMBB service), while actually, the UE has used only EUTRAN. 
Potential countermeasure: hPLMN should be able to get confirmation about RAT type in AKA run by 5G core network. There are several ways how this could be achieved. Two solution options are listed below.
    1.1 The authentication management field (AMF) in AUTN of 5G AKA indicates whether connection via 5G RAN is required. 5G UE checks this information; it aborts AKA if connected through EUTRAN, while AMF indicates that 5G RAN is required.
    1.2 Instead of binding the AKA type to the NAS signaling type, we allow the possibility to run EPS AKA in 5G NAS. If UE is connected to EUTRAN it would always run EPS AKA. Essentially, this solution means binding the AKA type to RAT type. A weakness of this solution option is that "UE not present" attack becomes possible, unless EPS AKA is extended to protect against this attack, e.g., using the methods discussed in S3-171802.
(If, from UE implementation point of view, it is easier that a UE which connects to EUTRAN always runs (only) EPS AKA, then solution 1.2 may be preferred.)
pCR to TS 33.501

******Start of change ******

6.1.3
Authentication procedures
Editor’s Note:

· It is FFS to specify which AKA version (including EAP-AKA', EPS AKA, etc.) is run in interworking and migration scenarios, where core network, RAN and UE may be from different generations of 3GPP technology.

· It is FFS to decide if AKA version will be explicitly indicated to the UE inside AKA itself, e.g., using authentication management field (AMF) bits in AUTN, or whether it is sufficient to indicate this indirectly, e.g., via the RAT type or NAS protocol type.  
· It is FFS to decide how "UE not present" attack is mitigated in different interworking and migration scenarios.
6.1.3.1
Authentication procedure for EAP-AKA'

******End of change******
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