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Discussion

According to TR 33.899, the interim agreement E.1.18.1.2 highlights that the KDF negotiation procedure is needed in phase 1.  More than one KDF may be involved in 5G system from which one KDF is negotiated based on the specific use cases and scenarios for master key generation. Possible attacks such as bidding down, forced authentication failure and reduced round collision may occur during KDF negotiation process which is a part of the registration procedure between UE and 5G core. 
2.1 Preface in the context of TS 33.401 and TS 33.501

TS 33.401 clause 7.2.4.4 and TS 33.501 clause 6.7.2 NAS security mode command procedure states that,

“NOTE 1: The protection against the attacks of changing IEs in the Attach/TAU Request messages requires the NAS Security Mode Command procedure to complete. In order to prevent this, an attacker must force these Attach / TAU procedure to end before the UE receives a successful NAS Security Mode Command message from the network. As up to this point the UE will accept unprotected messages, the attacker is capable of sending all those message and hence it cannot trigger a message from the network by changing IEs that it could not send itself”. 
TS 33.501 clause 6.6.6 Protection of initial NAS message states that, 
“The UE shall send a limited set of IEs including those needed to establish security in the intial message when it has no NAS security context.”
Therefore, even if the AMF does not have a security context, it initiates the authentication procedure with the UE and the UE will accept unprotected messages.
TS 33.501, clause 5.8 General Security Requirements states that,

"A man in the middle could attempt bidding down by making the UE and the network entities respectively believe that the other side support only security features of an earlier release when both sides in fact support security features of a later release. It shall be ensured that bidding down, in the above sense, can be prevented."

TS 33.501 clause 6.7.2 NAS security mode command procedure states that,
"The NAS SMC shown in Figure 6.7.2-1, shall be used to establish NAS Security context between the UE and AMF. This procedure consists of a roundtrip of messages between AMF and UE. The AMF sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message.. It is also used to provide protection against a man-in-the-middle modifying the Registration Request."
According to the above context discussed in TS 33.501 the uprotected initial authentication carried out during the Registration procedure will result in bidding down attack, irrespective of network initiated and UE initiated algorithm negotiation. Moreover, an effective method for preventing the bidding down attack is already in place as far as TS 33.501 and TS 33.401 is concerned, which is the NAS SMC procedure. To effectively address the bidding down attack by NAS SMC procedure, the UE initiated algorithm negotiation is required to support the integrity protected replaying of UE supported algorithms (UE 5G security capabilities) by the 5G core (AMF).
2.2 Summary of security analysis

ENISA’s, “Algorithms, Key Sizes and Parameters Report” briefs the security observation on SHA-2 algorithm. For SHA-2 reduced round collision attacks 31 out of 64 have been reported. LTE has the stable implementation of SHA-2 [5]. But to overcome the round collision attacks prevailing in SHA-256, Bitcoin uses double SHA-256 hashing..  It is envisaged that more secure KDFs may have to be adopted during the lifetime of 5G. In addition, depending on use cases and services, more than one KDF can be implemented. In such a case, the UE KDF capability based negotiation procedure for KDF agreement becomes more relevant. The KDF capability may be included as a part of UE 5G Security Capabilities along with the set of ciphering and integrity algorithm identifiers.

As per the interim agreement specified in TR 33.899 clause E.2.1.1.2,  it is agreed that the 5G UE and the 5G serving network shall support EAP-AKA' (RFC 5448) as the primary authentication mechanism, for both 3GPP access and untrusted non-3GPP access in 5G phase 1. According to RFC 5448, EAP-AKA' offers a negotiation capability that can be useful for future evolution of the key derivation functions. The EAP servers send one or more AT_KDF attributes in the EAP-Request/AKA’-Challenge message. If the EAP peer (UE) does not support any of the notified KDFs, it sends its preferred KDF identifier in the EAP-Response/AKA'-Challenge message to the EAP server. The EAP server accepts the alternative KDF attribute sent by the UE or it resends the EAP Request with alternative options of KDFs. If there is no suitable alternative, it behaves as if AUTN had been incorrect and authentication fails. 
The screen shot from the RFC 5448 for existing EAP-AKA' authention process is presented below.

[image: image1.emf]
The RFC 5448 states that, "Servers MUST send one or more AT_KDF attributes in the EAP-Request/AKA’-Challenge message. These attributes represent the desired functions ordered by preference, the most preferred function being the first attribute. 

Upon receiving a set of these attributes, if the peer supports and is willing to use the key derivation function indicated by the first attribute, the function is taken into use without any further negotiation. However, if the peer does not support this function or is unwilling to use it, it does not process the received EAP-Request/AKA’-Challenge in any way except by responding with the EAP-Response/AKA’-Challenge message that contains only one attribute, AT_KDF with the value set to the selected alternative. If there is no suitable alternative, the peer behaves as if AUTN had been incorrect and authentication fails"

In the existing scenario, there is a possibility that the attacks may occur as depicted in the Figure 2.2-1. The related attack description is briefed as follows.
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Figure 2.2-1 Man-in-the-middle attack scenario (Example depicted with EAP-AKA' - A 5G authentication method)
Attack Description 1: Due to unprotected registration procedure, any intruder may alter the KDF negotiation parameters initiated by the 5G Core to bid down to a weaker KDF and perform a reduced round collision attack. TheUE, thus, unwittingly uses the bidden down KDF, thereby making it more vulnerable to being compromised (Similar to the proof shown from Enisa report).
Attack Description 2: Due to unprotected attach procedure, any intruder may alter the KDF negotiation parameters initiated by the 5G Core to a KDF that is not available at the UE side to perform a forced-authentication failure attack (similar to the authentication failure case in EAP-AKA' described in RFC 5448).
2.3 Possible way to prevent bidding down attack

The solution to get rid of such attacks in the Next Generation system is to adopt a UE capability based KDF negotiation by the 5G as shown in figure 2.3-1. To adopt an UE capability based KDF negotiation, the KDF capabilities (KDF identifiers) need to be included along with other ciphering and integrity algorithm identifiers in the UE 5G Security Capabilities parameter. As TS 33.501, Clause 6.7.2 states “The AMF sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message. It is also used to provide protection against a man-in-the-middle modifying the Registration Request”, the Next Gen 5G system shall follow the KDF negotiation process similar to the LTE and 5G ciphering and integrity algorithm selection procedure to prevent bid down and forced authentication failure by man-in-the-middle attack. 
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Figure 2.3-1 Bidding down Prevention

The Next Gen system with multiple KDFs needs to support notification of supported choice of KDF by the UE to the network during the attach/TAU/authentication procedure. According to TS 33.401, the parameter “UE security capabilities” is defined as, “The set of identifiers corresponding to the ciphering and integrity algorithms implemented in the UE. The UE security capability is sent by the ME in the attach request to the MME in the attach request message”. TS 33.401 clause 7.2.4.1 states that, “The serving network shall select the algorithms to use dependent on the UE security capabilities of the UE and the configured allowed list of security capabilities of the currently serving network entity”. TS 33.501 confirms the similar usage with the parameter introduced as “UE 5G Security Capability” defined as, “The UE security capabilities for 5G AS and NAS”. As the 5G security procedures are developed based on the LTE system, similar to LTE, the 5G shall follow the security algorithm negotiation phase (including KDF capability) during the UE attach procedure.
Note: The bidding down of KDF shall be prevented by the AMF by sending the integrity protected 5G UE security capabilities along with received UE KDF capabilities (KDF identifiers) during NAS Security Mode Command message from AMF to UE. 

We are not specific about the upcoming KDFs in Next Gen system and it is FFS. Sending the KDF capabilities with the set of KDF identifier in the attach request message does not insist on anchor key generation for every access. During Registration Request message of type "initial registration", the UE related security context may not be available at the 5G core. Then, the KDF selection and anchor key generation shall be carried out by the core during the initial registration.

3
Conclusion

The importance of including the KDF capability to the UE 5G Security Capabilities is highlighted in this discussion paper. The 5G system shall follow the LTE security procedures with very minimum changes that are specific to the improvements in 5G. The interim agreement, E.1.18.1 on KDF negotiation is taken into account to reach the following conclusion. The KDF shall be negotiated by the 5G core network entity based on the UE capability. The UE shall send KDF capability (set of KDF identifiers) as a part of the UE 5G Security capabilities in the registration request message. The bidding down of KDF shall be prevented by the AMF by sending the integrity protected UE 5G security capabilities along with received UE KDF capabilities (KDF identifiers) during NAS Security Mode Command message. Moreover, the UE capability based KDF negotiation and the following verification by the UE during NAS SMC procedure will help to verify and prevent the modification and bid-down related forced authentication failure and reduced round collision attacks respectively.
SEAF
UE
AUSF
UDM/ARPF
<N12 message “5G-AIA“>

 [EAP-Request/AKA'-Challenge], AT_KDFs
<N1 message “Auth-Req“>
 
[EAP-Request/AKA'-Challenge], AT_KDFs
<N1 message “Auth-Resp“>

[EAP-Response/AKA'-Challenge] KDF-ID
Auth-Info 
Req

   (SUPI, 
SN-name)
Auth-Info 
Resp
<N12 message>
 
[EAP-Response/AKA'-Challenge] KDF-ID
<N12 message>

 [EAP-Success || anchor key/EAP-Failure]
<N1 message>

     [EAP-Success/EAP-Failure]
ATTACKER
Conditional exchange of Notification messages
<N1 message “Auth-Req“>

[EAP-Request/AKA'-Challenge], Modified AT_KDFs
<N1 message “Auth-Resp“>

[EAP-Response/AKA'-Challenge] KDF-ID
<N1 message>

     [EAP-Success/EAP-Failure]
MITM!!!
Bidding down to a weaker KDF (ex. To perform a reduced round collision attack)
Bidding down to an unavailable KDF (ex. To perform a forced authentication failure attack)
MITM attack lead to forced authentication failure
MITM attack lead to bidding/negotiating a weaker algorithm
<N1 message> (SUPI)
<N12 message “5G-AIR”>
 
   (SUPI, SN-name)
<N1 message> (SUPI)
Authentication
 Mode Selection
Select KDF and notify if it is different from preference 1



AMF/SEAF
UE
AUSF
UDM/
ARPF
<N1 message> (SUPI, UE 5G security capabilities including KDF capabilities)
<N12 message “5G-AIR”>

(SUPI, SN-name, KDF capabilities )

Auth Info-Req
(SUPI, SN name, KDF ID)
Authentication Method Selection
KDF Selection based on the received KDF capabilities

NAS Security Mode Command
<Integrity protected>

 UE 5G security capabilities including KDF capabilities and the selected KDF identifier
Authentication Procedure
NAS Security Mode Complete



