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1
Decision/action requested

This document adds an evaluation for KMS discovery (Solution #1.1) in TR 33.880
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

3
Rationale

Solution #1.1 meets the requirements in the key issues and is required for use in the mission critical system in Rel-15. Consequently, it is prosposed that Solution #1.1 is included in TS 33.180.
4
Detailed proposal

******************Start of Change 1*******************
8.8
Evaluation of Solution #1.1: KMS Discovery

With respect to the Stage 1 security requirements in 22.280 [5], 22.281 [6] and the derived security requirements in clause 5.2.7, support is required for multiple security domains across multiple mission critical systems through interconnection.

It is not practical for Solution #1.3 to be sufficient to support interconnection. For this to be possible, all mission critical systems would have to share information about which security domain (KMS) is used by each user. This breaks the requirement for mission critical systems to maintain the confidentiality of the users in the system. Hence, there needs to be a real-time mechanism for sharing KMS information within and between mission critical systems.  

Solution #1.1 provides a means for entities within the MC System to return KMS information in response to a received MIKEY message which uses the wrong KMS(s). Annex XX shows the variety of use cases which this mechanism supports. 

Consequently, it is recommended that Solution #1.1 be selected as a method for supporting multiple security domains (KMSs) across multiple MC Systems.

******************End of Change 1*******************
