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1
Decision/action requested

This document provides a set of use cases for the KMS Discovery mechanism (Solution #1.1).
2
References

3
Rationale

This document provides a description of use cases for the use of KMS redirect/Discovery procedures (Solution #1.1). These were used in the development of the KMS Discovery process, and hence it was felt that these should be recorded in the TR to allow future reference if required. They allow a deep understanding on the possible uses of KMS Discovery procedures. Between them, they ensure that the requirements are fully met and they demonstrate the expected behaviour in each scenario.
4
Detailed proposal

Annex X:
Use Cases for KMS Discovery (Solution #1.1)

X.0
Introduction

This annex contains use cases which use the KMS Discovery process described in Solution #1.1 to identify the correct KMS to use as the initiator (IDRkmsi) and receiver (IDRkmsr). The purpose of recording how the process is used in a variety of increasingly complex scenarios is to ensure that the KMS Discovery process supports each situation, and the expected message flow in each case.
X.1 
Use Case 1: Basic KMS Discovery

X.1.1
Description of Use Case

In this use case, the following assumptions are made:

-
initiating MC client uses KMS A as the Home KMS, receiving client uses KMS B.

-
KMS A is a provisioned 'External KMS' by KMS B (the KMS certificate has been provided).

-
KMS B is a provisioned 'External KMS' by KMS A (the KMS certificate has been provided).

-
initiating MC client does not know the KMS used by the receiving MC client. 

-
MC Domains do not enforce any KMS policy
X.1.2
Example information flow

An information flow in this use case is shown in Figure X.3.2-1.
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Figure X.1.2-1: Example Information Flow for Basic KMS Discovery

1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS in the IDRkmsi and IDRkmsr to protect the key.

2.
The receiver receives the MIKEY message. IDRkmsi references an External KMS for the receiving client and hence is acceptable. IDRkmsr does not reference a Home or Secondary Home KMS for the receiver. Correspondingly, the receiver produces a KRR. The receiver populates the initiator list with IDRkmsi received from the initiator (A). The receiver populates the receiver list with it's Home KMS (B).

3.
The initiator extracts the initiator list and uses KMS 'A' as this is its Home KMS. The initiator extracts the receiver list and uses KMS 'B' as this is an External KMS for the initiator. A new MIKEY message is sent with these values and is successfully received.
X.2 
Use Case 2: KMS Discovery using Secondary Home

X.2.1
Description of Use Case

In this use case, the following assumptions are made:

-
initiating MC client uses KMS A as its Home KMS and KMS C as a Secondary Home KMS.

-
receiving client uses KMS B as its Home KMS.

-
KMS A is a provisioned 'External KMS' by KMS B (the KMS certificate has been provided).

-
KMS B is a provisioned 'External KMS' by KMS C (the KMS certificate has been provided).

-
initiating MC client does not know the KMS used by the receiving MC client. 

-
MC Domains do not enforce any KMS policy
X.2.2
Example information flow

An information flow in this use case is shown in Figure X.2.2-1.
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Figure X.2.2-1: Example Information Flow for KMS Discovery using Secondary Home
1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS in the IDRkmsi and IDRkmsr to protect the key (A).

2.
The receiver receives the MIKEY message. IDRkmsi does not reference an External KMS for the receiving client and hence is not acceptable. IDRkmsr does not reference a Home or Secondary Home KMS for the receiver and hence is not acceptable. Correspondingly, the receiver produces a KRR. The receiver populates the initiator list with its Home, Secondary and External KMSs (B,C). The receiver populates the receiver list with its Home KMS (B).

3.
The initiator extracts the initiator list. KMS 'B' is neither a Home nor a Secondary Home KMS, but KMS 'C' is a Secondary Home KMS. Hence, the initiator uses KMS 'C' as IDRkmsi. The initiator extracts the receiver list and uses KMS 'B' as IDRkmsr (as this is an External KMS for the initiator). A new MIKEY message is sent with these values and is successfully received.

X.3 
Use Case 3: KMS Discovery failure

X.3.1
Description of Use Case

In this use case, the following assumptions are made:

-
initiating MC client uses KMS A as its Home KMS.

-
receiving client uses KMS B as its Home KMS.

-
KMS A is a provisioned 'External KMS' by KMS B (the KMS certificate has been provided).

-
KMS B is a provisioned 'External KMS' by KMS C (the KMS certificate has been provided).

-
initiating MC client does not know the KMS used by the receiving MC client. 

-
MC Domains do not enforce any KMS policy
X.3.2
Example information flow

An information flow in this use case is shown in Figure X.3.2-1.
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Figure X.3.2-1: Example Information Flow for KMS Discovery Failure
1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS in the IDRkmsi and IDRkmsr to protect the key (A).

2.
The receiver receives the MIKEY message. IDRkmsi does not reference an External KMS for the receiving client and hence is not acceptable. IDRkmsr does not reference a Home or Secondary Home KMS for the receiver and hence is not acceptable. Correspondingly, the receiver produces a KRR. The receiver populates the initiator list with its Home, Secondary and External KMSs (B,C). The receiver populates the receiver list with its Home KMS (B).

3.
The initiator extracts the initiator list. KMS 'B' and 'C' are neither a Home nor a Secondary Home KMS. Hence, the initiator is unable to communicate with the receiver and the communication fails. No new MIKEY message is sent.

X.4 
Use Case 4: KMS Discovery to support a preferred security-domain

X.4.1
Description of Use Case

In this use case, the following assumptions are made:

-
initiating MC client uses KMS 'A' as its Home KMS and KMS 'S' as a Secondary Home KMS.

-
receiving MC client uses KMS 'A' as its Home KMS and KMS 'S' as a Secondary Home KMS. The receiving client has local policy that prefers the use of KMS S where possible.

-
initiating MC client does not know the KMS used by the receiving MC client. 

-
MC Domains do not enforce any KMS policy
X.4.2
Example information flow

An information flow in this use case is shown in Figure X.4.2-1.
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Figure X.4.2-1: KMS Discovery using a preferred Secondary Home KMS
1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS (A) in the IDRkmsi and IDRkmsr to protect the key.

2.
The receiver receives the MIKEY message. IDRkmsi and IDRkmsr are both acceptable. However, the receiver applies local policy and sends a KRR. The receiver populates the initiator list with based on local policy, and includes IDRkmsi as this is acceptable. Hence the list [S,A] is produced. The receiver populates the receiver list with based on local policy, and includes IDRkmsr as this is acceptable. Hence the list [S,A] is produced.

3.
The initiator extracts the initiator list. KMS 'S' is first and is a Secondary Home KMS. Hence, the initiator uses KMS 'S' as IDRkmsi. The initiator extracts the receiver list. KMS 'S' is first and is a Secondary Home KMS. Hence, the initiator uses KMS 'S' as IDRkmsr. A new MIKEY message is sent with these values and is successfully received. Consequently, the communication is moved onto the receiver's preferred KMS.

NOTE:
Should KMS 'S' not be acceptable to the initiator, either as it is not a secondary Home KMS or due to the initiator's local policy, the initiator would select IDRkmsi:A and IDRkmsr:A causing a resend of the first MIKEY message, which would be accepted by the receiver.

X.5 
Use Case 5: KMS Discovery using Proxies

X.5.1
Description of Use Case

In this use case, the following assumptions are made:

-
initiating MC client uses KMS 'A' as its Home KMS and is in MC Domain 1.

-
receiving MC client uses KMS 'B' as its Home KMS and is in MC Domain 2.

-
KMS 'B' is a provisioned 'External KMS' by KMS 'A' (the KMS certificate has been provided).

-
KMS 'A' is a provisioned 'External KMS' by KMS 'B' (the KMS certificate has been provided).

-
initiating MC client does not know the KMS used by the receiving MC client. 

-
MC Domain 2 has policy that its MC clients only use KMS 'B', enforced by its CS Proxy.

X.5.2
Example information flow

An information flow in this use case is shown in Figure X.5.2-1.
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Figure X.5.2-1: KMS Discovery using Network Proxies
1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS (A) in the IDRkmsi and IDRkmsr to protect the key.

2.
The CS Proxy of MC Domain 2 receives the MIKEY message. It does not check IDRkmsi. IDRkmsr is not supported in this domain. Correspondingly, the CS Proxy produces a KRR. The CS Proxy populates the initiator list with 'ANY'. The CS Proxy populates the receiver list with the acceptable Home KMSs in the domain, in this case KMS 'B'.

3.
The initiator extracts the initiator list (ANY) and uses KMS 'A' as this is its Home KMS. The initiator extracts the receiver list and uses KMS 'B' as this is an External KMS for the initiator. A new MIKEY message is sent with these values and is successfully received.
X.6 
Use Case 6: KMS Discovery to support initiator roaming

X.6.1
Description of Use Case

In this use case, the following assumptions are made on the initiating domain:

-
initiating MC client uses KMS 'A' as its Home KMS and is in MC Domain 1. The initiating MC client is currently roaming on a visited network. 

-
KMS 'C' is a 'Secondary Home KMS' by Home KMS 'A'. KMS 'C' is used by Domain 1 as a 'Roaming KMS'; a KMS shared with the visited network's LEA. 

NOTE:
The roaming KMS is shared with the visiting network's LEA to allow LI in the visiting network. The reason that a separate KMS is required is that this permits access to roamer's encrypted traffic in both the visited and home juristrictions, without compromising the protection of user's traffic who are not using the visited network.

-
KMS 'B' is a provisioned 'External KMS' by KMS 'A' (the KMS certificate has been provided).

-
initiating MC client does not know the KMS used by the receiving MC client. 

-
MC Domain 1 has policy that its MC clients shall use KMS 'C' while roaming on the visited network, enforced by its CS Proxy.

In this use case, the following assumptions are made on the receiving domain:

-
receiving MC client uses KMS 'B' as its Home KMS and is in MC Domain 2.

-
KMS 'A' and KMS 'C' are provisioned 'External KMS' by KMS 'B' (the KMS certificate has been provided).

-
MC Domain 2 has policy that its MC clients only use KMS 'B', enforced by its CS Proxy.

X.6.2
Example information flow

An information flow in this use case is shown in Figure X.6.2-1.
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Figure X.6.2-1: KMS Discovery during initiator roaming
1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS (A) in the IDRkmsi and IDRkmsr to protect the key.

2.
The CS Proxy of MC Domain 1 receives the MIKEY message. It is aware that the MC Client is roaming and applies its local policy to produce a KRR (as IDRkmsi is 'A' rather than 'C'). Domain 1's CS Proxy populates the initiator list with the acceptable Home KMSs, in this case 'C'. Domain 1's CS Proxy populates the receiver list with IDRkmsr.

3.
The initiator extracts the initiator list and uses KMS 'C' as IDRkmsi as this is a Secondary Home KMS. The initiator extracts the receiver list and uses KMS 'A' as IDRkmsr as this is an External KMS for the initiator. A new MIKEY message is sent with these values.

4a.
The MIKEY message passes through Domain 1's CS Proxy as it meets local policy. The MIKEY message continues to the CS Proxy of MC Domain 2. Domain 2's CS Proxy does not check IDRkmsi, but IDRkmsr is not supported in this domain. Correspondingly, the Domain 2's CS Proxy produces a KRR. It populates the initiator list with 'ANY' and the receiver list with the acceptable Home KMSs in the domain, in this case KMS 'B'.

4b.
The KRR is received by Domain 1's CS Proxy. Domain 1's CS Proxy does not check the receiver list. However, the initiator list (ANY) does not adhere to local policy. Hence Domain 1's CS Proxy creates a new KRR. Domain 1's CS Proxy populates the initiator list with the acceptable Home KMSs intersected with the initiator list from the original KRR (ANY ∩ C = C). The receiver list is copied from the original KRR.

5.
The KRR passes back to the initiator without change. The KRR extracts the initiator list and uses KMS 'C' as IDRkmsi as this is a Secondary Home KMS. The initiator extracts the receiver list and uses KMS 'B' as this is an External KMS for the initiator. A new MIKEY message is sent with these values and is successfully received by the receiver.

X.7 
Use Case 7: KMS Discovery to support receiver roaming

X.7.1
Description of Use Case

In this use case, the following assumptions are made on the initiating domain:

-
initiating MC client uses KMS 'A' as its Home KMS and is in MC Domain 1. 

-
KMS 'B' and KMS 'D' are provisioned 'External KMS' by KMS 'A' (the KMS certificate has been provided).

-
initiating MC client does not know the KMS used by the receiving MC client. 

In this use case, the following assumptions are made on the receiving domain:

-
receiving MC client uses KMS 'B' as its Home KMS and is in MC Domain 2. The receiving MC client is currently roaming on a visited network. 

-
KMS 'D' is a 'Secondary Home KMS' by Home KMS 'B'. KMS 'D' is used by Domain 2 as a 'Roaming KMS'; a KMS shared with the visited network's LEA. 

NOTE:
The roaming KMS is shared with the visiting network's LEA to allow LI in the visiting network. The reason that a separate KMS is required is that this permits access to roamer's encrypted traffic in both the visited and home juristrictions, without compromising the protection of user's traffic who are not using the visited network.

-
KMS 'A' is a provisioned 'External KMS' by KMS 'B' (the KMS certificate has been provided).

-
MC Domain 2 has policy that its MC clients shall use KMS 'D' while roaming on the visited network, enforced by its CS Proxy.

X.7.2
Example information flow

An information flow in this use case is shown in Figure X.7.2-1.
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Figure X.7.2-1: KMS Discovery during receiver roaming
1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS (A) in the IDRkmsi and IDRkmsr to protect the key.

2.
The CS Proxy of MC Domain 2 receives the MIKEY message. It does not check IDRkmsi. IDRkmsr is not supported in this domain. Correspondingly, the CS Proxy produces a KRR. The CS Proxy populates the initiator list with 'ANY'. As the receiving client is roaming, the CS Proxy applies local policy and populates the receiver list with the Roaming KMS that the user should use, in this case KMS 'D'.

3.
The initiator extracts the initiator list (ANY) and uses KMS 'A' as this is its Home KMS. The initiator extracts the receiver list and uses KMS 'D' as this is an External KMS for the initiator. A new MIKEY message is sent with these values and is successfully received.
X.8 
Use Case 8: KMS Discovery to support initiator migration 

X.8.1
Description of Use Case

In this use case, the following assumptions are made on the initiating MC client.

-
Has migrated from Domain 2 to Domain 1. 

-
Uses KMS 'A' as its Home KMS.

-
Has KMS 'D' (Migration KMS) as the Secondary Home KMSs.

-
Has KMS 'B' as an External KMS.

-
Does not know the KMS of the receiver.

The following assumptions are made on the initiator's migrated domain (Domain 1):

-
Uses KMS 'C' as the domain's Home KMS and supports KMS 'D' as a shared 'Migration KMS' between Domain 1 and 2.

-
Only allows clients attached to its network to use KMS 'C' or 'D', enforced by its CS Proxy.

The following assumptions are made on the initiator's originating domain (Domain 2)

-
Uses KMS 'A' as the domain's Home KMS and supports KMS 'D' as a Secondary Home KMS, shared 'Migration KMS' between Domain 1 and 2.


-
Requires that its MC users use a Home KMS or Secondary Home (KMS 'A' or KMS 'D'), enforced by its IS Proxy.

The following assumptions are made on the receiver's domain (Domain 3)

-
Uses KMS 'B' as the domain's Home KMS.

-
Only allows clients attached to its network to use KMS 'B', enforced by its CS Proxy.

In this use case, the following assumptions are made on the receiver:

-
Uses KMS 'B' as its Home KMS.

-
Has KMS 'A', 'D' as External KMSs.

X.8.2
Example information flow

An information flow in this use case is shown in Figure X.8.2-1.
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Figure X.8.2-1: KMS Discovery during initiator migration (not calling home)
1.
A MIKEY message is sent from the initiating MC Client to the receiving MC Client. As the Initiator has no other information, the client uses its Home KMS (A) in the IDRkmsi and IDRkmsr to protect the key.

2.
The CS Proxy of MC Domain 1 receives the MIKEY message. IDRkmsi in the MIKEY message is not acceptable hence a KRR is created. The CS Proxy populates the initiator list with the acceptable Home KMSs, in this case 'C' and 'D'. The CS Proxy populates the receiver list with 'ANY'.

3.
The initiator extracts the initiator list and uses KMS 'C' as IDRkmsi as this is a Secondary Home KMS. The initiator extracts the receiver list (ANY) and uses KMS 'A' as as this is the Home KMS for the initiator. The initiator sends this MIKEY message towards the receiver.

4a.
The MIKEY message is acceptable to Domain 1's CS Proxy (initiator ok) and Domain 2's IS Proxy (Domain 2 user's IDRkms 'D' is acceptable). The message is received by Domain 3's CS Proxy. It does not check IDRkmsi. IDRkmsr (A) is not supported in this domain. Correspondingly, the CS Proxy produces a KRR. The CS Proxy populates the initiator list with 'ANY'. The CS Proxy populates the receiver list with the acceptable Home KMSs in the domain, in this case KMS 'B'. The KRR is sent on towards the initiator.

4b.
The KRR is received by Domain 2's IS Proxy. The contents of the KRR do not adhere to policy and hence the IS Proxy creates a new KRR. Domain 2's IS Proxy populates the initiator list with the acceptable Home KMSs intersected with the initiator list from the original KRR (ANY ∩ [A,D] = [A,D]). The receiver list is copied from the original KRR (B). The new KRR is sent on towards the initiator.

4c.
The KRR is received by Domain 1's CS Proxy. The contents of the KRR do not adhere to policy and hence the CS Proxy creates a new KRR. Domain 1's CS Proxy populates the initiator list with the acceptable Home KMSs intersected with the initiator list from the original KRR ([A,D]  ∩ [C,D]= [D]). The receiver list is copied from the original KRR (B). The new KRR is sent on towards the initiator.

5.
The initiator extracts the initiator list (D) and uses KMS 'D' as this is a Secondary Home KMS. The initiator extracts the receiver list and uses KMS 'B' as this is an External KMS for the initiator. A new MIKEY message is sent with these values and is successfully received.
X.9 
Use Case 9: KMS Discovery to support receiver migration 

X.9.1
Description of Use Case

In this use case, the following assumptions are made on the initiating MC client:

-
initiating MC client uses KMS 'A' as its Home KMS and is in MC Domain 1. 

-
KMS 'B' and KMS 'D' are provisioned External KMSs (the KMS certificate has been provided). 

-
The MC client does not know the KMS URI of the receiving client.

The following assumptions are made on the receiving clients originating domain (Domain 2):

-
Uses KMS 'B' as the domain's Home KMS and supports KMS 'D', a shared 'Migration KMS' between Domain 2 and 3.


-
Requires that its MC users use a Home KMS or Secondary Home (KMS 'B' or KMS 'D'), enforced by its IS Proxy.

The following assumptions are made on the receiving client's migrated domain (Domain 3):

-
Uses KMS 'C' as the domain's Home KMS and supports KMS 'D', a shared 'Migration KMS' between Domain 2 and 3.

-
Only allows clients attached to its network to use KMS 'C' or 'D', enforced by its CS Proxy.

The following assumptions are made on the receiving client's:

-
receiving MC client has migrated from MC Domain 2 to MC Domain 3. The receiving MC client uses KMS 'B' as its Home KMS. 

-
KMS 'D' is provisioned as a 'Secondary Home KMS' for the receiving MC client. 

X.9.2
Example information flow

An information flow in this use case is shown in Figure X.9.2-1.
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Figure X.9.2-1: KMS Discovery during receiver migration
1.
A MIKEY message is sent from the initiating MC Client to the receiving MC Client. As the Initiator has no other information, the client uses its Home KMS (A) in the IDRkmsi and IDRkmsr to protect the key.

2.
The IS Proxy of MC Domain 2 receives the MIKEY message. The IDRr relates to a user from MC Domain 2, but IDRkmsr is not acceptable. Hence the CS Proxy produces a KRR. The CS Proxy populates the initiator list with 'ANY'. The CS Proxy populates the receiver list with the acceptable Home KMS and Secondary Home KMSs in the domain, in this case [B,D].

3.
The initiator extracts the initiator list (ANY) and uses KMS 'A' as this is its Home KMS. The initiator extracts the receiver list and uses KMS 'B' as this is an External KMS for the initiator. A new MIKEY message is sent with these values.

4a.
The MIKEY message is acceptable to Domain 2's IS Proxy and is passed to Domain 3. The CS Proxy in Domain 3 does not accept IDRkmsr. Hence the CS Proxy produces a KRR. The CS Proxy populates the initiator list with 'ANY'. The CS Proxy populates the receiver list with the acceptable Home KMS and Secondary Home KMSs in the domain, in this case [C,D]. The KRR is sent towards the initiator.

4b.
The KRR is received by Domain 2's IS Proxy. The initiator list is copied from the original KRR. Domain 2's IS Proxy populates the receiver list with the acceptable Home KMSs intersected with the receiver list from the original KRR ([C,D] ∩ [B,D] = [D]). The new KRR is sent on towards the initiator.

5.
The initiator extracts the initiator list (ANY) and uses KMS 'A' as this is its Home KMS. The initiator extracts the receiver list and uses KMS 'D' as this is an External KMS for the initiator. A new MIKEY message is sent with these values.
X.10 
Use Case 10: KMS Discovery to support initiator & receiver migration 

X.10.1
Description of Use Case

In this use case, the following assumptions are made on the initiating MC client.

-
Has migrated from Domain 2 to Domain 1. 

-
Uses KMS 'A' as its Home KMS.

-
Has KMS 'C' (Migration KMS) as the Secondary Home KMSs.

-
Has KMS 'X' and 'Z' as an External KMS.

-
Does not know the KMS of the receiver.

The following assumptions are made on the initiator's migrated domain (Domain 1):

-
Uses KMS 'B' as the domain's Home KMS and supports KMS 'C' as a shared 'Migration KMS' between Domain 1 and 2.

-
Only allows clients attached to its network to use KMS 'B' or 'C', enforced by its CS Proxy.

The following assumptions are made on the initiator's originating domain (Domain 2)

-
Uses KMS 'A' as the domain's Home KMS and supports KMS 'C' as a Secondary Home KMS, shared 'Migration KMS' between Domain 1 and 2.


-
Requires that its MC users use a Home KMS or Secondary Home (KMS 'A' or KMS 'C'), enforced by its IS Proxy.

The following assumptions are made on the receiver's originating domain (Domain 3)

-
Uses KMS 'X' as the domain's Home KMS and supports KMS 'Z' as a Secondary Home KMS, shared 'Migration KMS' between Domain 3 and 4.


-
Requires that its MC users use a Home KMS or Secondary Home (KMS 'X' or KMS 'Z'), enforced by its IS Proxy.

The following assumptions are made on the receiver's migrated domain (Domain 4):

-
Uses KMS 'Y' as the domain's Home KMS and supports KMS 'Z' as a shared 'Migration KMS' between Domain 3 and 4.

-
Only allows clients attached to its network to use KMS 'Y' or 'Z', enforced by its CS Proxy.

In this use case, the following assumptions are made on the receiver:

-
Has migrated from Domain 3 to Domain 4. 

-
Uses KMS 'X' as its Home KMS.

-
Has KMS 'Z' (Migration KMS) as the Secondary Home KMSs.

-
Has KMS 'A' and 'C' as an External KMS.

X.10.2
Example information flow

An information flow in this use case is shown in Figure X.10.2-1.
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Figure X.10.2-1: KMS Discovery during initiator migration (not calling home)
1.
A MIKEY message is sent from the initiating MC Client to the receiving MC Client. As the Initiator has no other information, the client uses its Home KMS (A) in the IDRkmsi and IDRkmsr to protect the key.

2.
The CS Proxy of MC Domain 1 receives the MIKEY message. IDRkmsi in the MIKEY message is not acceptable hence a KRR is created. The CS Proxy populates the initiator list with the acceptable Home KMSs, in this case 'B' and 'C'. The CS Proxy populates the receiver list with 'ANY'.

3.
The initiator extracts the initiator list and uses KMS 'C' as IDRkmsi as this is a Secondary Home KMS. The initiator extracts the receiver list (ANY) and uses KMS 'A' as as this is the Home KMS for the initiator. The initiator sends this MIKEY message towards the receiver.

4a.
The MIKEY message is acceptable to Domain 1's CS Proxy (initiator ok) and Domain 2's IS Proxy (Domain 2 user's IDRkms 'C' is acceptable). The message is received by Domain 3's IS Proxy. IDRkmsr (A) relates to a Domain 3 user and is not acceptable. Correspondingly, the CS Proxy produces a KRR. The CS Proxy populates the initiator list with 'ANY'. The CS Proxy populates the receiver list with the acceptable Home KMSs in the domain, in this case [X,Z]. The KRR is sent towards the initiator.

4b.
The KRR is received by Domain 2's IS Proxy. The contents of the KRR do not adhere to policy and hence the IS Proxy creates a new KRR. Domain 2's IS Proxy populates the initiator list with the acceptable Home KMSs intersected with the initiator list from the original KRR (ANY ∩ [A,C] = [A,C]). The receiver list is copied from the original KRR [X,Z]. The new KRR is sent on towards the initiator.

4c.
The KRR is received by Domain 1's CS Proxy. The contents of the KRR do not adhere to policy and hence the CS Proxy creates a new KRR. Domain 1's CS Proxy populates the initiator list with the acceptable Home KMSs intersected with the initiator list from the original KRR ([A,C]  ∩ [B,C]= [C]). The receiver list is copied from the original KRR [X,Z]. The new KRR is sent on towards the initiator.

5.
The initiator extracts the initiator list and uses KMS 'C' as IDRkmsi as this is a Secondary Home KMS. The initiator extracts the receiver list [X,Z] and uses KMS 'X' as as this is the first External KMS for the initiator in the list. The initiator sends this MIKEY message [C,X] towards the receiver.

6a.
The MIKEY message is acceptable to Domain 1's CS Proxy (initiator ok), Domain 2's IS Proxy (Domain 2 user's IDRkms 'C' is acceptable) and Domain 3's IS Proxy (Domain 3 user's IDRkms 'X' is acceptable). The message is received by Domain 4's CS Proxy. It does not check IDRkmsi. IDRkmsr (A) is not supported in this domain. Correspondingly, the CS Proxy produces a KRR. The CS Proxy populates the initiator list with 'ANY'. The CS Proxy populates the receiver list with the acceptable Home KMSs in the domain, in this case [Y,Z]. The KRR is sent on towards the initiator.

6b.
The KRR is received by Domain 3's IS Proxy. The contents of the KRR do not adhere to policy and hence the IS Proxy creates a new KRR. Domain 3's IS Proxy populates the receiver list with the acceptable Home KMSs intersected with the receiver list from the original KRR ([Y,Z] ∩ [X,Z] = [Z]). The initiator list is copied from the original KRR ('ANY'). The new KRR is sent on towards the initiator.

6c.
The KRR is received by Domain 2's IS Proxy. The contents of the KRR do not adhere to policy and hence the IS Proxy creates a new KRR. Domain 2's IS Proxy populates the initiator list with the acceptable Home KMSs intersected with the initiator list from the original KRR (ANY ∩ [A,D] = [A,D]). The receiver list is copied from the original KRR [Z]. The new KRR is sent on towards the initiator.

6d.
The KRR is received by Domain 1's CS Proxy. The contents of the KRR do not adhere to policy and hence the CS Proxy creates a new KRR. Domain 1's CS Proxy populates the initiator list with the acceptable Home KMSs intersected with the initiator list from the original KRR ([A,C]  ∩ [B,C]= [C]). The receiver list is copied from the original KRR [Z]. The new KRR is sent on towards the initiator.

7.
The initiator extracts the initiator list (C) and uses KMS 'C' as this is a Secondary Home KMS. The initiator extracts the receiver list and uses KMS 'Z' as this is an External KMS for the initiator. A new MIKEY message is sent with these values and is successfully received.
X.11 
Use Case 11: Malicous KMS Redirect Response

X.11.1
Description of Use Case

In this use case, the following assumptions are made:

-
initiating MC client uses KMS A as its Home KMS.

-
initiating MC client does not know the KMS used by the receiving MC client.

-
MC Domains do not enforce any KMS policy.

-
a malicious responder provides the malicious/compromised KMS ‘Z’ in the response. This is not the KMS used by the intended receipient.
X.11.2
Example information flow

An information flow in this use case is shown in Figure X.11.2-1.
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Figure X.11.2-1: Example Information Flow for KMS Discovery Failure
1.
A MIKEY message is sent from the initiating MC Client (I) to the receiving MC Client (R). As the Initiator has no other information, the client uses its Home KMS in the IDRkmsi and IDRkmsr to protect the key (A).

2.
A malicious responder receives the MIKEY message. The malicious responder wishes the initiator to use KMS Z, as it is a malicious or compromised KMS. Correspondingly, the receiver produces a KRR with this KMS in the receiver list (Z). 

3.
The initiator extracts the initiator list. KMS 'A' is the Home KMS and hence this is acceptable. KMS 'Z' is not a provisioned External KMS. Hence, the initiator is unable to communicate with the receiver and the communication fails. No new MIKEY message is sent and the initiator’s communication is not compromised. 

4.
The initiator reports the KRR to the Home KMS upon next connection. The Home KMS is able to detect the malicious KRR and produce a security alert.
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